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may lead to use-after-free
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CVE CVE-2025-61662
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-11-18 19:15:50 UTC
Updated 2026-04-16 14:16:12 UTC
Description A Use-After-Free vulnerability has been discovered in GRUB's gettext module. This flaw stems from a programming error w
1 | |

Risk And Classification |

Primary CVSS: v3.1 7.8 HIGH from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.000120000 probability, percentile 0.016600000 (date 2026-04-19)
Problem Types: CWE-416 | CWE-416 CWE-416 Use After Free

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Secondary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
3.1 secalert@redhat.com Secondary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSS 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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https://cve.report/
https://cve.report/CVE-2025-61662/mitre
https://cve.report/CVE-2025-61662/nist
https://cve.report/CVE-2025-61662/cve_org
https://cve.report/api/cve/CVE-2025-61662.json
https://cve.report/CVE-2025-61662.pdf
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CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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NVD Known Affected Configurations (CPE 2.3)

Type

Application

Vendor Declared Affected Products

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

CNA

/|

Source Vendor

GNU

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Vendor Product Version Update

Gnu Grub2 All All

Product

Grub2

Red Hat Enterprise Linux 10

Red Hat Enterprise Linux 10.0 Extended Update Support

Red Hat Enterprise Linux 7 Extended Lifecycle Support

Red Hat Enterprise Linux 8

Red Hat Enterprise Linux 8.2 Advanced Update Support

Red Hat Enterprise Linux 8.4 Advanced Mission Critical Update Support
Red Hat Enterprise Linux 8.4 Extended Update Support Long-Life Add-On
Red Hat Enterprise Linux 8.6 Advanced Mission Critical Update Support
Red Hat Enterprise Linux 8.6 Telecommunications Update Service

Red Hat Enterprise Linux 8.6 Update Services For SAP Solutions

Red Hat Enterprise Linux 8.8 Telecommunications Update Service

Red Hat Enterprise Linux 8.8 Update Services For SAP Solutions

Red Hat Enterprise Linux 9

Red Hat Enterprise Linux 9.0 Update Services For SAP Solutions

Red Hat Enterprise Linux 9.2 Update Services For SAP Solutions

Red Hat Enterprise Linux 9.4 Extended Update Support

Red Hat Enterprise Linux 9.6 Extended Update Support

Red Hat OpenShift Container Platform 4.12

Red Hat OpenShift Container Platform 4.13

Red Hat OpenShift Container Platform 4.18

Red Hat OpenShift Container Platform 4.19

Edition Language

All All

Version

affected 2.14 semver

unaffected 1:2.12-29.el10_1.2 * rpm
unaffected 1:2.12-15.el10_0.2 * rpm
unaffected 1:2.02-0.87.el7_9.16 * rpm
unaffected 1:2.02-170.e8_10.1 * rpm
unaffected 1:2.02-87.el8_2.14 * rpm
unaffected 1:2.02-99.el8_4.13 * rpm
unaffected 1:2.02-99.el8_4.13 * rpm
unaffected 1:2.02-123.el8_6.19 * rpm
unaffected 1:2.02-123.el8_6.19 * rpm
unaffected 1:2.02-123.el8_6.19 * rpm
unaffected 1:2.02-152.el8_8.3 * rpm
unaffected 1:2.02-152.e18_8.3 * rpm
unaffected 1:2.06-114.el9_7.1 * rpm
unaffected 1:2.06-27.el19_0.23 * rpm
unaffected 1:2.06-61.el9_2.11 * rpm
unaffected 1:2.06-86.e19_4.4 * rpm
unaffected 1:2.06-105.el9_6.1 * rpm
unaffected 412.86.202604010116-0 * rpm
unaffected 413.92.202604080111-0 * rpm
unaffected 418.94.202603181125-0 * rpm

unaffected 4.19.9.6.202604080618-0 * rpm
1|



http://cve.report/vendor/gnu
http://cve.report/software/gnu/grub2
http://cve.report/vendor/GNU
http://cve.report/software/GNU/grub2
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_10
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_10.0_Extended_Update_Support
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_7_Extended_Lifecycle_Support
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_8
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_8.2_Advanced_Update_Support
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_8.4_Advanced_Mission_Critical_Update_Support
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_8.4_Extended_Update_Support_Long-Life_Add-On
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_8.6_Advanced_Mission_Critical_Update_Support
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_8.6_Telecommunications_Update_Service
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_8.6_Update_Services_for_SAP_Solutions
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_8.8_Telecommunications_Update_Service
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_8.8_Update_Services_for_SAP_Solutions
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_9
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_9.0_Update_Services_for_SAP_Solutions
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_9.2_Update_Services_for_SAP_Solutions
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_9.4_Extended_Update_Support
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_Enterprise_Linux_9.6_Extended_Update_Support
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_OpenShift_Container_Platform_4.12
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_OpenShift_Container_Platform_4.13
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_OpenShift_Container_Platform_4.18
http://cve.report/vendor/Red_Hat
http://cve.report/software/Red_Hat/Red_Hat_OpenShift_Container_Platform_4.19
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Tags

Third Part

Mailing Lis

Issue Trac

canonical

canonical,

-l

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Source Time

CNA 2025-11-12721:18:21.069Z

CNA 2025-11-18T00:00:00.000Z

Workarounds

CNA: There's no known mitigation available for this vulnerability.

Reported to Red Hat.
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There are currently no legacy QID mappings associated with this CVE.
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