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Summary

CVE CVE-2025-61795

State PUBLISHED

Assigner apache

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-10-27 18:15:44 UTC

Updated 2026-05-12 13:17:23 UTC

Description Improper Resource Shutdown or Release vulnerability in Apache Tomcat. If an error occurred (including exceeding limits) during the processing of a multipart upload, temporary copies of the uploaded parts written to disc were not cleaned up immediately but left for the garbage collection process to delete. Depending on JVM settings, application memory usage and application load, it was possible that space for the temporary copies of uploaded parts would be filled faster than GC cleared it, leading to a DoS. 

Risk And Classification

Primary CVSS: v3.1 5.3 MEDIUM from ADP

CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-404 | CWE-404 CWE-404 Improper Resource Shutdown or Release

Version Source Type Score Severity Vector

3.1 ADP DECLARED 5.3 MEDIUM CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H

3.1 134c704f-9b21-4f2e-91b3-4a467353bcc0 Secondary 5.3 MEDIUM CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None
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CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat All All All All

Application Apache Tomcat All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Apache Software Foundation Apache Tomcat affected 11.0.0-M1 11.0.11 semver Not specified

CNA Apache Software Foundation Apache Tomcat affected 10.1.0-M1 10.1.46 semver Not specified

CNA Apache Software Foundation Apache Tomcat affected 9.0.0.M1 9.0.109 semver Not specified

CNA Apache Software Foundation Apache Tomcat affected 8.5.0 8.5.100 semver Not specified

CNA Apache Software Foundation Apache Tomcat unknown 3 8.5.0 semver Not specified

CNA Apache Software Foundation Apache Tomcat unknown 10.0.0-M1 10.0.27 semver Not specified

ADP Siemens SIMATIC CN 4100 affected V5.0 custom Not specified

References

Reference Source Link Tags

www.openwall.com/lists/oss-security/2025/10/27/6 af854a3a-2127-422b-91ae-364da2661108 www.openwall.com Mailing List, Third Party Advisory

cert-portal.siemens.com/productcert/html/ssa-032379.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.com

lists.apache.org/thread/wm9mx8brmx9g4zpywm06ryrtvd3160pp security@apache.org lists.apache.org Mailing List, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: sw0rd1ight (https://github.com/sw0rd1ight) (en)

There are currently no legacy QID mappings associated with this CVE.
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None

Availability

High
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