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CVE-2025-62143
State PUBLISHED
Assigner Patchstack

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-12-31 16:15:46 UTC
Updated 2026-04-01 17:28:05 UTC
Description Exposure of Sensitive System Information to an Unauthorized Control Sphere vulnerability in nicashmu Post Video Players
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Risk And Classification

EPSS: 0.000410000 probability, percentile 0.123620000 (date 2026-04-01)

Problem Types: CWE-497 | CWE-497 Exposure of Sensitive System Information to an
Unauthorized Control Sphere

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Nicashmu Post Video Players affected 1.163 custom Not specified
Reference Source Link Tags

patchstack.com/database/Wordpress/Plugin/video-playlist-and-gallery-plugin/v... audit@patchstack.com patchstack.com
CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, anal
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Vendor Comments And Credit

Discovery Credit

CNA: Nabil Irawan | Patchstack Bug Bounty Program (en)

There are currently no legacy QID mappings associated with this CVE.


https://cve.report/
https://cve.report/CVE-2025-62143/mitre
https://cve.report/CVE-2025-62143/nist
https://cve.report/CVE-2025-62143/cve_org
https://cve.report/CVE-2025-62143.pdf
http://cve.report/vendor/nicashmu
http://cve.report/software/nicashmu/Post_Video_Players
https://patchstack.com/database/Wordpress/Plugin/video-playlist-and-gallery-plugin/vulnerability/wordpress-post-video-players-plugin-1-163-sensitive-data-exposure-vulnerability?_s_id=cve
https://www.cve.org/CVERecord?id=CVE-2025-62143
https://nvd.nist.gov/vuln/detail/CVE-2025-62143
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