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Summary

CVE CVE-2025-67223

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-28 15:16:06 UTC

Updated 2026-04-28 20:18:13 UTC

Description The Aranda File Server (AFS) component in Aranda Software Aranda Service Desk before 8.3.12 stores daily activity logs with predictable names in a publicly accessible directory, which allows unauthenticated remote attackers to obtain direct virtual paths of uploaded files and bypass access controls to download sensitive documents containing PII.

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from ADP

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Problem Types: CWE-377 | CWE-532 | n/a | CWE-532 CWE-532 Insertion of Sensitive
Information into Log File | CWE-377 CWE-377 Insecure Temporary File

Version Source Type Score Severity Vector

3.1 ADP DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

3.1 134c704f-9b21-4f2e-91b3-4a467353bcc0 Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

None

https://cve.report/
https://cve.report/CVE-2025-67223/mitre
https://cve.report/CVE-2025-67223/nist
https://cve.report/CVE-2025-67223/cve_org
https://cve.report/api/cve/CVE-2025-67223.json
https://cve.report/CVE-2025-67223.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

github.com/brandonperezlara/CVE-2025-67223 134c704f-9b21-4f2e-91b3-4a467353bcc0 github.com

arandasoft.com/en/productos/aranda-service-management cve@mitre.org arandasoft.com

docs.arandasoft.com/at-v8-release-notes/en/pages/release_pdf/file_server.html cve@mitre.org docs.arandasoft.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Availability

None
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