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CVE CVE-2025-67260
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-20 16:16:16 UTC
Updated 2026-04-14 20:54:09 UTC

Description The Terrapack software, from ASTER TEC / ASTER S.p.A., with the indicated components and versions has a file upload v

4 \ -l
Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from ADP

CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H
EPSS: 0.000670000 probability, percentile 0.206440000 (date 2026-04-15)

Problem Types: CWE-434 | n/a | CWE-434 CWE-434 Unrestricted Upload of File with
Dangerous Type

Version Source Type Score Severity Vector
3.1 ADP DECLARED 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/l:H/A:H
3.1 134¢704f-9b21-4f2e-91b3-4a467353bcc0  Secondary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity
Lo

B

v
=
=

eges Required

Low

Jser Interaction

3cope

Unchanged

>onfidentiality


https://cve.report/
https://cve.report/CVE-2025-67260/mitre
https://cve.report/CVE-2025-67260/nist
https://cve.report/CVE-2025-67260/cve_org
https://cve.report/api/cve/CVE-2025-67260.json
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\vailability

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Aster-te Terrapack Tkservercgi 2.5.4.150 All All All
Application Aster-te Terrapack Tkwebcoreng 1.0.20200914 All All All
Application Aster-te Terrapack Tpkwebgis 1.0.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link Tags
terrapack.com cve@mitre.org terrapack.com Broken Link
github.com/edi-marc/Vulnerability_List/tree/main/CVE_Terrapack cve@mitre.org github.com Third Party Advisory
packetstorm.news/files/id/217271 cve@mitre.org packetstorm.news Not Applicable
www.acn.gov.it/portale/en/csirt-italia cve@mitre.org www.acn.gov.it Broken Link
aster.com cve@mitre.org aster.com Not Applicable

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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