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CVE CVE-2025-67887
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2026-05-08 07:16:28 UTC
Updated 2026-05-08 07:16:28 UTC
Description 1C-Bitrix through 25.100.500 allows Remote Code Execution because an actor with SOURCE/WRITE permissions for the 1

1|

Problem Types: n/a

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference Source
dev.1c-bitrix.ru/api_help/translate/index.php cve@mitre.org

www. 1c-bitrix.ru/support/index.php cve@mitre.org
seclists.org/fulldisclosure/2025/Dec/22 cve@mitre.org
dev.1c-bitrix.ru/learning/course cve@mitre.org
seclists.org/fulldisclosure/2025/Dec/22 af854a3a-2127-422b-91ae-364da2661108

karmainsecurity.com/pocs/CVE-2025-67887.php  cve@mitre.org
CVE Program record CVE.ORG

NVD vulnerability detail NVD

Link Tags
dev.1c-bitrix.ru

www. 1c-bitrix.ru

seclists.org

dev.1c-bitrix.ru

seclists.org

karmainsecurity.com
Www.cve.org canonical

nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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