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Summary

CVE CVE-2025-68175

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-12-16 14:15:49 UTC

Updated 2026-04-02 12:16:18 UTC

Description In the Linux kernel, the following vulnerability has been resolved: media: nxp: imx8-isi: Fix streaming cleanup on release The current implementation unconditionally calls mxc_isi_video_cleanup_streaming() in mxc_isi_video_release(). This can lead to situations where any release call (like from a simple "v4l2-ctl -l") may release a currently streaming queue when called on such a device. 

Risk And Classification

EPSS: 0.000250000 probability, percentile 0.067930000 (date 2026-04-02)

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Linux Linux affected cf21f328fcafacf4f96e7a30ef9dceede1076378 a2008925ed7361d69f92f63f0a779c300432610a git Not specified

CNA Linux Linux affected cf21f328fcafacf4f96e7a30ef9dceede1076378 029914306b93b37c6e7060793d2b6f76b935cfa6 git Not specified

CNA Linux Linux affected cf21f328fcafacf4f96e7a30ef9dceede1076378 47773031a148ad7973b809cc7723cba77eda2b42 git Not specified

CNA Linux Linux affected 6.4 Not specified

CNA Linux Linux unaffected 6.4 semver Not specified

CNA Linux Linux unaffected 6.12.80 6.12.* semver Not specified

CNA Linux Linux unaffected 6.17.8 6.17.* semver Not specified

CNA Linux Linux unaffected 6.18 * original_commit_for_fix Not specified

References

Reference Source Link Tags

git.kernel.org/stable/c/47773031a148ad7973b809cc7723cba77eda2b42 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/029914306b93b37c6e7060793d2b6f76b935cfa6 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/a2008925ed7361d69f92f63f0a779c300432610a 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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