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Summary

CVE CVE-2025-68206

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-12-16 14:15:53 UTC

Updated 2026-04-18 09:16:12 UTC

Description In the Linux kernel, the following vulnerability has been resolved: netfilter: nft_ct: add seqadj extension for natted connections 

Risk And Classification

EPSS: 0.000680000 probability, percentile 0.210040000 (date 2026-04-21)

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 1a64edf54f55d7956cf5a0d95898bc1f84f9b818 83273af0b60c093ba0085c205864d8542e1b1653 git

CNA Linux Linux affected 1a64edf54f55d7956cf5a0d95898bc1f84f9b818 b19492c25eff04852e0cb58f9bb8238b6695ed2d git

CNA Linux Linux affected 1a64edf54f55d7956cf5a0d95898bc1f84f9b818 4de80f0dc3868408dd7fe9817e507123c9dd8bb0 git

CNA Linux Linux affected 1a64edf54f55d7956cf5a0d95898bc1f84f9b818 b477ef7fa612fa45b6b3134d90d1eeb09396500a git

CNA Linux Linux affected 1a64edf54f55d7956cf5a0d95898bc1f84f9b818 4ab2cd906e4e1a19ddbda6eb532851b0e9cda110 git

CNA Linux Linux affected 1a64edf54f55d7956cf5a0d95898bc1f84f9b818 2b52d89cbbb0dbe3e948d8d9a91e704316dccfe6 git

CNA Linux Linux affected 1a64edf54f55d7956cf5a0d95898bc1f84f9b818 90918e3b6404c2a37837b8f11692471b4c512de2 git

CNA Linux Linux affected 4.12

CNA Linux Linux unaffected 4.12 semver

CNA Linux Linux unaffected 5.10.253 5.10.* semver

CNA Linux Linux unaffected 5.15.203 5.15.* semver

CNA Linux Linux unaffected 6.1.167 6.1.* semver

CNA Linux Linux unaffected 6.6.130 6.6.* semver

CNA Linux Linux unaffected 6.12.64 6.12.* semver

CNA Linux Linux unaffected 6.17.9 6.17.* semver

CNA Linux Linux unaffected 6.18 * original_commit_for_fix
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CNA Linux Linux unaffected 6.18 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/b19492c25eff04852e0cb58f9bb8238b6695ed2d 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/4ab2cd906e4e1a19ddbda6eb532851b0e9cda110 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/90918e3b6404c2a37837b8f11692471b4c512de2 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/b477ef7fa612fa45b6b3134d90d1eeb09396500a 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/83273af0b60c093ba0085c205864d8542e1b1653 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/4de80f0dc3868408dd7fe9817e507123c9dd8bb0 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/2b52d89cbbb0dbe3e948d8d9a91e704316dccfe6 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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