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Summary

CVE CVE-2025-68265

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-12-16 15:15:56 UTC

Updated 2026-04-11 13:16:36 UTC

Description In the Linux kernel, the following vulnerability has been resolved: nvme: fix admin request_queue lifetime The namespaces can access the controller's admin request_queue, and stale references on the namespaces may exist after tearing down the controller. Ensure the admin request_queue is active by moving the controller's 'put' to after all controller references have been released to ensure no one is can access the request_queue. This fixes a reported use-after-free bug: 

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected fe60e8c534118a288cd251a59d747cbf5c03e160 4896491c497226022626c3acc46044fd182f943c git

CNA Linux Linux affected fe60e8c534118a288cd251a59d747cbf5c03e160 a505f0ba36ab24176c300d7ff56aff85c2977e6c git

CNA Linux Linux affected fe60e8c534118a288cd251a59d747cbf5c03e160 e8061d02b49c5c901980f58d91e96580e9a14acf git

CNA Linux Linux affected fe60e8c534118a288cd251a59d747cbf5c03e160 e7dac681790556c131854b97551337aa8042215b git

CNA Linux Linux affected fe60e8c534118a288cd251a59d747cbf5c03e160 03b3bcd319b3ab5182bc9aaa0421351572c78ac0 git

CNA Linux Linux affected 6.1

CNA Linux Linux unaffected 6.1 semver

CNA Linux Linux unaffected 6.1.168 6.1.* semver

CNA Linux Linux unaffected 6.6.120 6.6.* semver

CNA Linux Linux unaffected 6.12.62 6.12.* semver

CNA Linux Linux unaffected 6.17.12 6.17.* semver

CNA Linux Linux unaffected 6.18 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/4896491c497226022626c3acc46044fd182f943c 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/e8061d02b49c5c901980f58d91e96580e9a14acf 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/03b3bcd319b3ab5182bc9aaa0421351572c78ac0 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/e7dac681790556c131854b97551337aa8042215b 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/a505f0ba36ab24176c300d7ff56aff85c2977e6c 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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