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Summary

CVE CVE-2025-68402

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-09 20:16:01 UTC

Updated 2026-04-28 21:11:07 UTC

Description FreshRSS is a free, self-hostable RSS aggregator. From 57e1a37 - 00f2f04, the lengths of the nonce was changed from 40 chars to 64. password_verify() is currently being called with a constructed string (SHA-256 nonce + part of a bcrypt hash) instead of the raw user password. Due to bcrypt’s 72-byte input truncation, this causes password verification to succeed even when the user enters an incorrect password. This vulnerability is fixed in 1.27.2-dev (476e57b). The issue was only present in the edge branch and never in a stable release.

Risk And Classification

Primary CVSS: v4.0 8.2 HIGH from security-advisories@github.com

CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:N/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.000590000 probability, percentile 0.182610000 (date 2026-04-28)

Problem Types: CWE-287 | CWE-287 CWE-287: Improper Authentication

Version Source Type Score Severity Vector

4.0 security-advisories@github.com Secondary 8.2 HIGH CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:N/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N/E:X/C...

4.0 CNA DECLARED 8.2 HIGH CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:N/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

High

Attack Requirements

None

Privileges Required

None

User Interaction

None

Confidentiality

https://cve.report/
https://cve.report/CVE-2025-68402/mitre
https://cve.report/CVE-2025-68402/nist
https://cve.report/CVE-2025-68402/cve_org
https://cve.report/api/cve/CVE-2025-68402.json
https://cve.report/CVE-2025-68402.pdf


CVSS:4.0/AV:N/AC:H/AT:N/PR:N/UI:N/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA FreshRSS FreshRSS affected < 476e57b04646416e24e24c56133c9fadf9e52b95 Not specified

References

Reference Source Link Tags

github.com/FreshRSS/FreshRSS/pull/8320 security-advisories@github.com github.com

github.com/FreshRSS/FreshRSS/commit/476e57b04646416e24e24c56133c9fadf9e5... security-advisories@github.com github.com

github.com/FreshRSS/FreshRSS/security/advisories/GHSA-pcq9-mq6m-mvmp security-advisories@github.com github.com

github.com/FreshRSS/FreshRSS/pull/8061 security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Confidentiality

High

Integrity

None

Availability

None

Sub Conf.

None

Sub Integrity

None
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