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CVE CVE-2025-8916
State PUBLISHED
Assigner bcorg

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-08-13 10:15:27 UTC
Updated 2026-05-12 13:17:29 UTC
Description Allocation of Resources Without Limits or Throttling vulnerability in Legion of the Bouncy Castle Inc. BC Java bcpkix on All (
1 | |

Risk And Classification |

Primary CVSS: v4.0 6.3 MEDIUM from 91579145-5d7b-4cc5-b925-a0262{f19630

CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:N/VI:N/VA:L/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR: X/MAV :X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:P/AU:X/R:U/V:X/RE:M/U:Am
ber

EPSS: 0.000850000 probability, percentile 0.243940000 (date 2026-05-12)

Problem Types: CWE-770 | CWE-770 CWE-770 Allocation of Resources Without Limits or
Throttling

Version Source Type Score Severity Vector
4.0 91579145-5d7b-4cc5-b925-a0262ff19630 Secondary 6.3 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:N/VI:N/VA:
4.0 CNA CVSS 6.3 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UL:N/VC:N/VI:N/VA:

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

\ttack Requirements

’rivileges Required


https://cve.report/
https://cve.report/CVE-2025-8916/mitre
https://cve.report/CVE-2025-8916/nist
https://cve.report/CVE-2025-8916/cve_org
https://cve.report/api/cve/CVE-2025-8916.json
https://cve.report/CVE-2025-8916.pdf
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CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:N/VI:N/VA:L/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:P/AU:X/R:U/V:X/RE:M/U:Am
ber

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Legion Of The Bouncy Castle Inc. BC Java affected 1.44 1.78 maven All

CNA Legion Of The Bouncy Castle Inc. BC Java affected 1.44 1.78 maven All

CNA Legion Of The Bouncy Castle Inc. BCPKIX FIPS affected 1.0.0 1.0.7 maven All

CNA Legion Of The Bouncy Castle Inc. BCPKIX FIPS affected 2.0.0 2.0.7 maven All

ADP Siemens SIMATIC CN 4100 affected V5.0 custom Not specified
Reference Source Link

github.com/bcgit/bc-java/wiki/CVE%E2%80%902025%E2%80%908916  91579145-5d7b-4cc5-b925-a0262ff19630  github.com

cert-portal.siemens.com/productcert/html/ssa-032379.html 0b142b55-0307-4c5a-b3c9-f314f3fb7cSe  cert-portal.siemens.cor
CVE Program record CVE.ORG Www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

4] [

Vendor Comments And Credit

Discovery Credit

CNA: Bing Shi (en)

Additional Advisory Data
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http://cve.report/vendor/Legion_of_the_Bouncy_Castle_Inc.
http://cve.report/software/Legion_of_the_Bouncy_Castle_Inc./BC_Java
http://cve.report/vendor/Legion_of_the_Bouncy_Castle_Inc.
http://cve.report/software/Legion_of_the_Bouncy_Castle_Inc./BC_Java
http://cve.report/vendor/Legion_of_the_Bouncy_Castle_Inc.
http://cve.report/software/Legion_of_the_Bouncy_Castle_Inc./BCPKIX_FIPS
http://cve.report/vendor/Legion_of_the_Bouncy_Castle_Inc.
http://cve.report/software/Legion_of_the_Bouncy_Castle_Inc./BCPKIX_FIPS
http://cve.report/vendor/Siemens
http://cve.report/software/Siemens/SIMATIC_CN_4100
https://github.com/bcgit/bc-java/wiki/CVE%25E2%2580%25902025%25E2%2580%25908916
https://cert-portal.siemens.com/productcert/html/ssa-032379.html
https://www.cve.org/CVERecord?id=CVE-2025-8916
https://nvd.nist.gov/vuln/detail/CVE-2025-8916
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CNA: Limiting the size of ASN.1 objects that can be loaded from "the wild" will mitigate the
risk of an exploit by automatically putting a cap on the maximum size of a Name Constraints
structure.

There are currently no legacy QID mappings associated with this CVE.
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CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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