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CVE CVE-2025-9094
State PUBLISHED
Assigner VulDB

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-08-17 23:15:27 UTC
Updated 2026-04-29 01:00:01 UTC
Description A vulnerability was detected in ThingsBoard 4.1. This vulnerability affects unknown code of the component Add Gateway H
1 | |

Risk And Classification |

Primary CVSS: v4.0 2.1 LOW from cna@vuldb.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:L/ULIN/VC:N/VI:L/VA:N/SC:N/SI:N/SA:N/E:P/CR:X/IR:X/AR:X/MAV :X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MV X XIMVA:X/MSC:X/MSIXIMSA:X/S :X/AU:X/R:X/V X/RE:X/U:X

Problem Types: CWE-791 | CWE-1336 | CWE-1336 Improper Neutralization of Special
Elements Used in a Template Engine | CWE-791 Incomplete Filtering of Special Elements

Version Source Type Score Severity Vector

4.0 cna@vuldb.com Secondary 2.1 LOW CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:L/VA:N/SC:N/SI:N/SA:N/E:P/C..
4.0 CNA DECLARED 5.3 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:L/VA:N/SC:N/SI:N/SA:N/E:P

3.1 cna@vuldb.com Secondary 4.3 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/l:L/AN

3.1 CNA DECLARED 4.3 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:X/RC:C

3.0 CNA DECLARED 4.3 MEDIUM  CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:X/RC:C

2.0 cna@vuldb.com Secondary 4 AV:N/AC:L/Au:S/C:N/I:P/A:N

2.0 CNA DECLARED 4 AV:N/AC:L/Au:S/C:N/I:P/A:N/E:POC/RL:ND/RC:C
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CVSS v4.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2025-9094/mitre
https://cve.report/CVE-2025-9094/nist
https://cve.report/CVE-2025-9094/cve_org
https://cve.report/api/cve/CVE-2025-9094.json
https://cve.report/CVE-2025-9094.pdf
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CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N/E:P/RL:X/RC:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Thingsboard Thingsboard 4.1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na ThingsBoard affected 4.1 Not specified

Reference Source Link Tags

vuldb.com cna@vuldb.com  vuldb.com Third Party Advisory, VDB Entry
vuldb.com cna@vuldb.com vuldb.com Third Party Advisory, VDB Entry
vuldb.com cna@vuldb.com vuldb.com Permissions Required, VDB Entry

drive.google.com/file/d/1cZy-rfQXsF58kJIVs4UXj7usXJuhjZjA/view cna@vuldb.com drive.google.com Permissions Required

CVE Program record CVE.ORG WWW.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
1 i

Vendor Comments And Credit

Discovery Credit
CNA: xhalyl (VulDB User) (en)

Additional Advisory Data


http://cve.report/vendor/thingsboard
http://cve.report/software/thingsboard/thingsboard
http://cve.report/vendor/na
http://cve.report/software/na/ThingsBoard
https://vuldb.com/?id.320416
https://vuldb.com/?submit.626292
https://vuldb.com/?ctiid.320416
https://drive.google.com/file/d/1cZy-rfQXsF58kJIVs4UXj7usXJuhjZjA/view
https://www.cve.org/CVERecord?id=CVE-2025-9094
https://nvd.nist.gov/vuln/detail/CVE-2025-9094

Source Time Event

CNA 2025-08-17T00:00:00.000Z Advisory disclosed
CNA 2025-08-17T02:00:00.000Z VulDB entry created
CNA 2025-08-17T14:49:47.000Z VulDB entry last update

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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