Ide-channel in SM2 algorithm on 64 bit ARM
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CVE CVE-2025-9231
State PUBLISHED
Assigner openssl

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-09-30 14:15:41 UTC
Updated 2026-05-12 13:17:29 UTC
Description Issue summary: A timing side-channel which could potentially allow remote recovery of the private key exists in the SM2 al¢

Risk And Classification

|L

Primary CVSS: v3.1 6.5 MEDIUM from ADP
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L

EPSS: 0.000210000 probability, percentile 0.061010000 (date 2026-05-12)
Problem Types: CWE-385 | CWE-385 CWE-385 Covert Timing Channel

Version Source Type Score Severity Vector
3.1 ADP DECLARED 6.5 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L
3.1 134¢704f-9b21-4f2e-91b3-4a467353bccO  Secondary 6.5 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:L
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Siemens
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Product

OpenSSL
OpenSSL
OpenSSL
OpenSSL

RUGGEDCOM RST2428P

SCALANCE XC-300/XR-300/XC-400/XR-500WG/XR-500 Family
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SCALANCE XCM324

SCALANCE XCM328

SCALANCE XCM332

SCALANCE XRH334 24 V DC 8xFO CC

SCALANCE XRM334 230 V AC 12xFO

SCALANCE XRM334 230 V AC 8xFO

SCALANCE XRM334 230V AC 2x10G 24xSFP 8xSFP

SCALANCE XRM334 24 V DC 12xFO

SCALANCE XRM334 24 V DC 8xFO

SCALANCE XRM334 24V DC 2x10G 24xSFP 8xSFP

SCALANCE XRM334 2x230 V AC 12xFO

SCALANCE XRM334 2x230 V AC 8xFO

SCALANCE XRM334 2x230V AC 2x10G 24xSFP 8xSFP

SIMATIC CN 4100

Version

affected 3.5.0 3.5.4 semver
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CVE Program record CVE.ORG WWW.CV
NVD vulnerability detail NVD nvd.nist
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Vendor Comments And Credit

Discovery Credit

CNA: Stanislav Fort (Aisle Research) (en)
CNA: Stanislav Fort (Aisle Research) (en)

CNA: Tomas Mraz (en)

There are currently no legacy QID mappings associated with this CVE.
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