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Podman: man k I mmand m verwri
host files

MITRE NVD CVE.ORG JSON API Print: PDF %5

CVE CVE-2025-9566
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-09-05 20:15:36 UTC
Updated 2026-04-19 20:16:23 UTC
Description There's a vulnerability in podman where an attacker may use the kube play command to overwrite host files when the kube
1 | |

Risk And Classification |

Primary CVSS: v3.1 8.1 HIGH from secalert@redhat.com
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:H
EPSS: 0.000540000 probability, percentile 0.168360000 (date 2026-04-19)

Problem Types: CWE-22 | CWE-22 Improper Limitation of a Pathname to a Restricted
Directory ('Path Traversal')

Version Source Type Score  Severity Vector
3.1 secalert@redhat.com Secondary 8.1 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:H
3.1 CNA CVSS 8.1 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:H/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity
>rivileges Required
Jser Interaction

3cope

Sonfidentiality


https://cve.report/
https://cve.report/CVE-2025-9566/mitre
https://cve.report/CVE-2025-9566/nist
https://cve.report/CVE-2025-9566/cve_org
https://cve.report/api/cve/CVE-2025-9566.json
https://cve.report/CVE-2025-9566.pdf
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\vailability

CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:H/A:H

/

[l

Vendor Declared Affected Products
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Source Vendor

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat

Red Hat
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Red Hat

Product

Red Hat Enterprise Linux 10

Red Hat Enterprise Linux 10

Red Hat Enterprise Linux 8

Red Hat Enterprise Linux 8.6 Advanced Mission Critical Update Support
Red Hat Enterprise Linux 8.6 Telecommunications Update Service
Red Hat Enterprise Linux 8.6 Update Services For SAP Solutions
Red Hat Enterprise Linux 8.8 Telecommunications Update Service
Red Hat Enterprise Linux 8.8 Update Services For SAP Solutions
Red Hat Enterprise Linux 9

Red Hat Enterprise Linux 9

Red Hat Enterprise Linux 9.0 Update Services For SAP Solutions
Red Hat Enterprise Linux 9.2 Update Services For SAP Solutions
Red Hat Enterprise Linux 9.4 Extended Update Support

Red Hat OpenShift Container Platform 4.12

Red Hat OpenShift Container Platform 4.12

Red Hat OpenShift Container Platform 4.12

Red Hat OpenShift Container Platform 4.12

Red Hat OpenShift Container Platform 4.13

Red Hat OpenShift Container Platform 4.14

Red Hat OpenShift Container Platform 4.14

Red Hat OpenShift Container Platform 4.14

Red Hat OpenShift Container Platform 4.14

Red Hat OpenShift Container Platform 4.15

Red Hat OpenShift Container Platform 4.15

Red Hat OpenShift Container Platform 4.15

Red Hat OpenShift Container Platform 4.16

Red Hat OpenShift Container Platform 4.16

Version

unaffected 6:5.4.0-13.el10_0 * rpm
unaffected 7:5.6.0-5.el10_1 * rpm

unaffected 8100020250911075811.afee755d
unaffected 8060020250919150821.3b538bd8
unaffected 8060020250919150821.3b538bd8
unaffected 8060020250919150821.3b538bd8
unaffected 8080020250919060528.0f77c1b7
unaffected 8080020250919060528.0f77¢c1b7
unaffected 5:5.4.0-13.el9_6 * rpm

unaffected 6:5.6.0-6.el9_7 * rpm

unaffected 2:4.2.0-6.e19_0.5 * rpm

unaffected 2:4.4.1-22.el9_2.4 * rpm
unaffected 4:4.9.4-18.el9_4.3 * rpm
unaffected 0:4.18.0-372.164.1.el8_6 * rpm
unaffected 0:4.18.0-372.164.1.rt7.325.el8_6 *
unaffected 3:4.2.0-15.rhaos4.12.el9 * rpm
unaffected 412.86.202510291903-0 * rpm
unaffected 413.92.202510150118-0 * rpm
unaffected 0:5.14.0-284.138.1.el9_2 * rpm
unaffected 0:5.14.0-284.138.1.rt14.423.el9_2
unaffected 3:4.4.1-23.rhaos4.14.el8 * rpm
unaffected 414.92.202510211419-0 * rpm
unaffected 0:5.14.0-284.138.1.el9_2 * rpm
unaffected 0:5.14.0-284.138.1.rt14.423.el9_2
unaffected 3:4.4.1-35.rhaos4.15.el8 * rpm
unaffected 4:2.237.0-2.rhaos4.16.el9 * rpm

unaffected 0:4.16.0-202509111927.p2.gf3d91
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unaffected 4:4.9.4-16.rhaos4.16.el8 * rpm
unaffected 417.94.202510112152-0 * rpm
unaffected 4:2.237.0-1.rhaos4.18.el9 * rpm
unaffected 0:1.31.12-3.rhaos4.18.gitdc59c78.i
unaffected 0:5.14.0-427.87.1.el9_4 * rpm
unaffected 0:4.18.0-202509090932.p2.ga4cac
unaffected 0:4.18.0-202509011551.p2.g018e:
unaffected 5:5.2.2-11.rhaos4.18.el9 * rpm
unaffected 418.94.202510230424-0 * rpm
unaffected 4:2.237.0-1.rhaos4.19.el9 * rpm
unaffected 0:1.32.8-3.rhaos4.19.git60d4e21.e
unaffected 0:4.19.0-202509070341.p2.gb522¢
unaffected 5:5.4.0-7.rhaos4.19.el9 * rpm
unaffected 4.19.9.6.202510140714-0 * rpm
unaffected 0:2.12.1-6.1.el9ocp * rpm
unaffected 4:2.237.0-1.rhaos4.20.el9 * rpm
unaffected 0:1.33.4-4.rhaos4.20.gitc8e7df2.el!
unaffected 0:1.33.0-1.el9 * rpm

unaffected 0:1.2.18-3.el9ocp * rpm

unaffected 0:1.1.4-3.2.el90cp * rpm
unaffected 0:0.18.3-8.el9ocp * rpm

unaffected 0:3.17.0-4.rhaos4.20.el9 * rpm
unaffected 0:4.20.0-202509232257.p2.ge0d4:
unaffected 0:4.20.0-202509051528.p2.gd2acc
unaffected 0:4.20.0-202509051528.p2.97565(
unaffected 0:4.20.0-202509051528.p2.ga434:
unaffected 0:2023.1.0-1.1.el9ocp * rpm
unaffected 0:4.20.0-202509051528.p2.gbb88«
unaffected 0:4.20.0-202509051528.p2.9d469¢
unaffected 0:4.20.0-202509051528.p2.gf940e
unaffected 5:5.4.0-12.rhaos4.20.el9 * rpm
unaffected 0:1.3.2-3.1.el90cp * rpm
unaffected 0:3.0.1-3.el90cp * rpm

unaffected 0:23.2.0-1.1.el9ocp * rpm

unaffected 0:3.0.9-1.el9ocp * rpm
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unaffected 0:4.4.12-6.1.el90cp * rpm
unaffected 0:0.0.4-1.1.el90ocp * rpm
unaffected 0:5.0.33-1.2.el90cp * rpm
unaffected 0:7.3.2-4.1.el9ocp * rpm
unaffected 1:2.8.2-10.3.el90cp * rpm
unaffected 0:1.8.0-1.1.el9ocp * rpm
unaffected 0:6.0.2-2.el9ocp * rpm
unaffected 0:1.16.0-13.el90cp * rpm
unaffected 0:1.13.2-1.el9ocp * rpm
unaffected 0:5.3.1-1.el90cp * rpm
unaffected 0:3.0.2-1.1.el9ocp * rpm
unaffected 0:1.4.4-4.1.el9ocp * rpm
unaffected 0:5.0.1-4.1.el9ocp * rpm
unaffected 0:1.4.0-6.2.el90cp * rpm
unaffected 0:22.2.0-1.el9ocp * rpm
unaffected 0:3.2.0-0.20250214184706.92557"
unaffected 0:0.4.0-2.el90cp.3 * rpm
unaffected 0:3.1.6-3.1.el90cp * rpm
unaffected 0:4.12.3-1.1.el90cp * rpm
unaffected 0:0.8.1-13.el90cp.2 * rpm
unaffected 0:0.31.1-1.1.el90cp * rpm
unaffected 0:1.0.3-1.1.el9ocp * rpm
unaffected 0:5.3.1-4.1.el9ocp * rpm
unaffected 0:0.3.0-17.1.el9ocp * rpm
unaffected 0:1.5.3-5.1.el90cp * rpm
unaffected 0:2020.12.5-2.2.el90cp * rpm
unaffected 0:5.2.0-1.1.el9ocp * rpm
unaffected 0:10.0.1-5.1.el9ocp * rpm
unaffected 0:9.5.0-0.20240522170018.e0151¢
unaffected 0:2.0.1-1.1.el9ocp * rpm
unaffected 0:8.1.3-5.1.el9ocp * rpm
unaffected 0:4.9.1-0.20250327182035.08357:
unaffected 0:1.4.0-3.el9ocp.2 * rpm
unaffected 0:0.4.6-1.1.el9ocp * rpm

unaffected 0:2.10.56-2.1.el9ocp * rpm
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UL Ve ey esiup
unaffected 0:5.6-0.1b1.el9ocp * rpm
unaffected 0:0.4.1-6.1.el90cp * rpm
unaffected 0:1.6.0-1.1.el9ocp * rpm
unaffected 0:3.0.0-0.20250214185318.0e6ce"
unaffected 0:5.1.1-7.1.el9ocp * rpm
unaffected 0:0.7.1-1.el9ocp * rpm

unaffected 0:0.3.6-4.el9ocp * rpm

unaffected 0:2.6.1-1.1.el9ocp * rpm
unaffected 0:0.19-5.el9o0cp * rpm

unaffected 0:1.1.5-3.1.el90cp * rpm
unaffected 0:8.0.1-1.20241010230108.da764:
unaffected 0:0.20.46-1.1.el9ocp * rpm
unaffected 0:0.5-1.1.el9ocp * rpm

unaffected 0:1.0.4-5.1.el90cp * rpm
unaffected 0:3.0.2-6.1.el9ocp * rpm
unaffected 0:0.40.1-1.el9ocp * rpm

unaffected 0:1.9.0-12.1.el90cp * rpm
unaffected 0:1.0.0-29.1.el9ocp * rpm
unaffected 0:0.19-1.el90cp * rpm

unaffected 0:3.12.2-1.el9ocp * rpm

unaffected 0:4.0.1-3.el90cp * rpm

unaffected 0:6.0.0-2.el9ocp * rpm

unaffected 2:2.2.5-5.1.el90cp * rpm
unaffected 0:3.9.0-3.1.el9ocp * rpm
unaffected 0:1.2.2-4.1.el9ocp * rpm
unaffected 0:1.0.2-31.1.el90cp * rpm
unaffected 0:3.1.0-0.20250320142819.bd837¢
unaffected 0:2.4.0-1.1.el9ocp * rpm
unaffected 0:23.7.0-2.1.el9ocp * rpm
unaffected 1:4.5.0-0.20240522162619.f68377
unaffected 0:3.0.1-1.1.el90cp * rpm
unaffected 0:20.0.4-4.1.el9ocp * rpm
unaffected 0:7.0.0-1.el9ocp * rpm

unaffected 0:24.1.0-3.1.el9ocp * rpm

unaffected 0:1.21.1-1.1.el9ocp * rpm
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unaffected 0:0.4.0-1.1.el9ocp * rpm
unaffected 1:1.1-5.el90cp.2 * rpm
unaffected 0:0.20.4-6.1.el90cp * rpm
unaffected 0:1.0.5-6.1.el9ocp * rpm
unaffected 0:6.82.0-1.el9ocp * rpm
unaffected 0:0.2.0-1.el9ocp * rpm
unaffected 0:3.7-1.el9ocp * rpm
unaffected 0:0.1.6-6.1.el9ocp * rpm
unaffected 0:1.4.1-4.el9ocp * rpm
unaffected 0:0.5.1-3.1.el9ocp * rpm
unaffected 0:0.9.6-26.el90cp * rpm
unaffected 0:4.9.0-0.20211209154935.6f1be0
unaffected 0:4.5.0-1.el9ocp * rpm
unaffected 0:0.1.12-9.el90cp * rpm
unaffected 0:2.0.1-2.1.el90cp * rpm
unaffected 0:3.4.0-1.el9ocp * rpm
unaffected 0:6.0.1-2.el9ocp * rpm
unaffected 0:2.0-4.1.el9ocp * rpm
unaffected 0:8.2.1-4.1.el9ocp * rpm
unaffected 0:3.2.0-5.2.el90cp * rpm
unaffected 0:0.8.0-1.1.el90ocp * rpm
unaffected 0:3.1.6-1.el90cp * rpm
unaffected 0:1.0.1-2.1.el9ocp * rpm
unaffected 0:1.21-3.1.el9ocp * rpm
unaffected 0:1.2.3-23.1.el90cp * rpm
unaffected 0:1.2.2-2.1.el90ocp * rpm
unaffected 0:1.10-12.1.el90cp * rpm
unaffected 0:4.17.3-1.1.el9ocp * rpm
unaffected 0:1.4.3-3.1.el9ocp * rpm
unaffected 0:2.7.0-2.1.el9ocp * rpm
unaffected 0:1.3.0-12.el90cp.2 * rpm
unaffected 0:25.6.0-1.el9ocp * rpm
unaffected 0:5.10.0-0.20250410121004.60f44
unaffected 1:5.6.0-0.20250320142042.0d43c¢

unaffected 0:10.9.0-0.20250320143526.557d
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unaffected 0:1.1.0-4.1.el9ocp * rpm
unaffected 1:5.3.3-1.el9ocp * rpm

unaffected 0:1.1.7-1.1.el9ocp * rpm
unaffected 0:0.4.10-1.el9ocp * rpm

unaffected 0:1.0.0-25.1.el9ocp * rpm
unaffected 0:0.3.5-24.1.el9ocp * rpm
unaffected 0:0.3.1-1.el9ocp * rpm

unaffected 0:1.2.3-4.1.el90cp * rpm
unaffected 0:2.1.1-4.1.el9ocp * rpm
unaffected 0:0.7.0-4.el90cp * rpm

unaffected 0:1.58-12.1.el9ocp * rpm
unaffected 0:1.0.1-0.20240522145956.2c36df
unaffected 0:0.13.0-2.1.el9ocp * rpm
unaffected 0:1.6.0-17.el90cp.2 * rpm
unaffected 0:0.8.3-15.2.el90cp * rpm
unaffected 0:4.0.3-10.el9ocp * rpm

unaffected 0:1.5-10.el90cp.2 * rpm

unaffected 0:8.13.0-5.1.el90cp * rpm
unaffected 0:1.0.5-3.el90cp * rpm

unaffected 0:2.5.0-13.1.el90cp * rpm
unaffected 0:1.0.0-4.el90ocp * rpm

unaffected 0:0.10.1-2.1.el90cp * rpm
unaffected 0:1.3.7-42.1.el9ocp * rpm
unaffected 0:3.2.2-6.el90cp * rpm

unaffected 0:3.0.0-1.1.el90cp * rpm
unaffected 0:4.6.0-2.el9ocp * rpm

unaffected 0:3.2.0-0.20250320142042.d3fdae
unaffected 0:2.1.0-0.20210722194730.bc96cz
unaffected 0:3.10.1-0.20250320152415.0a94(
unaffected 0:7.1.0-0.20250320152408.62500¢
unaffected 2:9.7.1-0.20250320144138.d5831+
unaffected 0:6.0.0-1.el9ocp * rpm

unaffected 0:17.2.1-0.20250408142043.dc60¢
unaffected 0:6.5.1-0.20250320144953.162e0f
unaffected 0:7.2.0-2.el9ocp * rpm

1naffected 0:16.1.0-0.20250320153323 291ht
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unaffected 0:0.11.0-0.20250320150939.c64d:
unaffected 0:6.3.1-0.20250320145060.8af998
unaffected 0:4.5.1-0.20250320145711.3bb5d¢
unaffected 0:7.5.1-0.20250328152037.d8148L
unaffected 0:5.7.0-0.20250320153129.bff992¢
unaffected 0:4.1.1-0.20250320154558.7a528(
unaffected 0:4.4.1-0.20210812115054.aaf3a7
unaffected 0:2.5.0-0.20250320145717.27366t
unaffected 0:8.2.0-0.20250408162039.cb683:
unaffected 0:3.6.0-0.20250320151147.79e9d!
unaffected 0:4.2.0-1.el9ocp * rpm

unaffected 0:1.7.0-0.20250214183755.0b2f47
unaffected 0:3.3.0-0.20250320143432.1b608f
unaffected 0:23.2-1.el9ocp * rpm

unaffected 0:3.5.3-3.1.el9ocp * rpm
unaffected 0:3.1.0-1.1.el9ocp * rpm
unaffected 0:0.10.3-1.1.el90cp * rpm
unaffected 0:6.1.1-1.el9ocp * rpm

unaffected 0:1.3.2-10.1.el90cp * rpm
unaffected 0:0.13.0-5.2.el90cp * rpm
unaffected 0:4.8.0-17.1.el9ocp * rpm
unaffected 0:0.10.1-3.1.el9ocp * rpm
unaffected 0:1.5.0.1-7.1.el9ocp * rpm
unaffected 0:3.9.1-2.1.el9ocp * rpm
unaffected 0:1.3.0-3.1.el90cp * rpm
unaffected 0:1.6.1-2.1.el9ocp * rpm
unaffected 0:2.6-1.1.el9ocp * rpm

unaffected 0:1.0.8-19.1.el9ocp * rpm
unaffected 0:3.6.0-1.1.el90cp * rpm
unaffected 0:0.7.1-3.1.el9ocp * rpm
unaffected 0:5.9.5-1.el9ocp * rpm

unaffected 0:0.7.0-5.2.el9ocp * rpm
unaffected 0:1.11.0-3.1.el9ocp * rpm
unaffected 0:0.5.1-3.1.el9ocp * rpm

unaffected 0:1.0.2-1.1.el90ocp * rpm
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unaffected 0:4.0.1-0.20250320142810.3cea5¢
unaffected 0:1.11.0-5.1.el90cp * rpm
unaffected 0:2.10.0-2.el9ocp * rpm
unaffected 0:7.45.2-5.1.el9ocp * rpm
unaffected 0:1.5.34-2.1.el9ocp * rpm
unaffected 0:2.15.1-4.el9ocp * rpm
unaffected 0:3.5.0-1.1.el90cp * rpm
unaffected 0:1.8.0-4.el90cp.2 * rpm
unaffected 0:1.5.1-1.el9ocp * rpm
unaffected 0:1.0.0-1.1.el9ocp * rpm
unaffected 0:0.19.3-1.el9ocp * rpm
unaffected 0:0.18.3-1.1.el9ocp * rpm
unaffected 0:2.11.1-4.el90cp.1 * rpm
unaffected 0:1.6.0-3.1.el9ocp * rpm
unaffected 0:0.6.3-1.el9ocp * rpm
unaffected 0:3.12.0-4.1.el9ocp * rpm
unaffected 0:10.2-4.el90ocp * rpm
unaffected 0:4.0-20.1.el9ocp * rpm
unaffected 0:2.1.0-7.1.el9ocp * rpm
unaffected 0:2.5.0-2.1.el90cp * rpm
unaffected 0:0.22.2-4.1.el9ocp * rpm
unaffected 0:0.22.0-6.1.el90cp * rpm
unaffected 0:3.0.1-1.el9ocp * rpm
unaffected 0:5.0.5-1.el9ocp * rpm
unaffected 0:0.7-7.1.el9ocp * rpm
unaffected 0:2.32.3-2.el9ocp * rpm
unaffected 0:1.4.0-0.20250214183755.d7ac0f
unaffected 0:0.12.0-13.el90cp.2 * rpm
unaffected 0:1.8.0-3.el90cp.1 * rpm
unaffected 0:1.0.0-6.1.el90cp * rpm
unaffected 0:0.2.0-2.1.el9ocp * rpm
unaffected 0:1.3.3-3.el90cp.2 * rpm
unaffected 0:1.2.0-6.1.el9ocp * rpm
unaffected 0:2.4.1-12.1.el9ocp * rpm

unaffected 0:2.2.0-4.1.el9ocp * rpm
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unaffected 0:3.3.3-4.1.el90ocp * rpm
unaffected 0:23.1.0-1.el9ocp * rpm
unaffected 0:7.1.0-7.1.el9ocp * rpm
unaffected 0:1.5.4-4.1.el90ocp * rpm
unaffected 0:0.8.1-18.1.el90cp * rpm
unaffected 0:3.17.0-2.el9ocp * rpm
unaffected 0:3.4.0.3-19.1.el90cp * rpm
unaffected 0:0.3.4-10.1.el9ocp * rpm
unaffected 0:1.4.3-1.1.el9ocp * rpm
unaffected 0:2.2.0-2.el90cp * rpm
unaffected 0:2.3.0-3.el90cp.1 * rpm
unaffected 0:2.1.0-3.el9ocp.2 * rpm
unaffected 1:6.2.1-4.el9ocp * rpm
unaffected 0:1.0.2-14.el9ocp * rpm
unaffected 0:1.0.2-14.el9ocp * rpm
unaffected 0:2.0.0-1.el9ocp * rpm
unaffected 0:1.7.0-19.1.el9ocp * rpm
unaffected 0:4.1-3.1.el9ocp * rpm
unaffected 0:1.0.1-22.el9ocp * rpm
unaffected 0:1.0.3-15.el9ocp * rpm
unaffected 0:1.1.5-1.el90cp * rpm
unaffected 0:1.2.2-1.el9ocp * rpm
unaffected 0:0.7.16-1.el9ocp * rpm
unaffected 0:1.4.54-1.el9ocp * rpm
unaffected 0:0.2.4-10.el9ocp * rpm
unaffected 0:3.2.1-20.1.el90cp * rpm
unaffected 0:2.6.0-8.1.el90ocp * rpm
unaffected 0:5.4.1-0.20250320150534.27e27«
unaffected 0:2.0.1-1.el9ocp * rpm
unaffected 0:5.6.0-0.20250507082031.06e32t
unaffected 0:0.5.2-10.1.el9ocp * rpm
unaffected 0:1.14.1-5.1.el9ocp * rpm
unaffected 0:8.5.0-1.el9ocp * rpm
unaffected 0:0.6.0-10.1.el9ocp * rpm
unaffected 0:0.0.20-20.1.el90cp * rpm

unaffected 0:2.0.1-11.1.el9ocp * rom
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unaffected 0:0.5.0-22.el90cp.2 * rpm
unaffected 0:2.6.0-1.1.el90ocp * rpm
unaffected 0:0.10.2-13.el90cp * rpm
unaffected 0:2.0.1-5.1.el90ocp * rpm
unaffected 0:1.0.0-9.1.el9ocp * rpm
unaffected 0:6.3.0-0.20250214203240.734acc
unaffected 0:6.1.0-3.el90cp.1 * rpm
unaffected 0:4.14.2-2.el90cp * rpm
unaffected 0:0.0.14-1.el9ocp * rpm
unaffected 0:1.4.0-25.1.el9ocp * rpm
unaffected 0:2023.10.18-3.1.el90cp * rpm
unaffected 0:0.7.0-1.1.el90cp * rpm
unaffected 0:4.1.5-1.el9ocp * rpm
unaffected 0:4.12.2-2.1.el9ocp * rpm
unaffected 0:0.9.0-1.1.el9ocp * rpm
unaffected 0:2.1-2.3.el90cp * rpm
unaffected 0:5.0.0-3.1.el90cp * rpm
unaffected 0:20.21.1-1.1.el9ocp * rpm
unaffected 0:0.11.7-3.1.el90cp * rpm
unaffected 0:3.0.1-1.1.el9ocp * rpm
unaffected 0:1.3.3-2.1.el90cp * rpm
unaffected 0:0.2.5-3.el90cp.3 * rpm
unaffected 0:0.5.1-16.el9ocp.2 * rpm
unaffected 0:1.8.8-2.el9ocp * rpm
unaffected 0:0.10.0-2.1.el90cp * rpm
unaffected 0:2.0.33-5.1.el90cp * rpm
unaffected 0:2.2.3-3.1.el90cp * rpm
unaffected 0:1.17.2-1.el9ocp * rpm
unaffected 0:1.12.0-1.el9ocp * rpm
unaffected 0:2.0.3-5.1.el9ocp * rpm
unaffected 0:1.3.6-6.1.el90cp * rpm
unaffected 0:0.2.2-19.1.el9ocp * rpm
unaffected 0:0.24.4-2.1.el9ocp * rpm
unaffected 0:3.19.1-1.1.el9ocp * rpm

unaffected 0:0.0.2-2.1.el9ocp * rpm
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unaffected 0:4.2.0-21.el9ocp.2 * rpm
unaffected 0:5.4.0-1.1.el9ocp * rpm
unaffected 0:4.7-5.el9ocp.1 * rpm

unaffected 0:2024.2-1.1.el9ocp * rpm
unaffected 0:1.4.0-7.el9ocp.1 * rpm
unaffected 0:0.1.2-1.rhaos4.20.el9 * rpm
unaffected 0:0.14.0-2.rhaos4.20.el9 * rpm
unaffected 4.20.9.6.202510220229-0 * rpm
unaffected 0:2.12.1-6.1.el90cp * rpm
unaffected 4:2.237.0-1.rhaos4.20.el9 * rpm
unaffected 0:1.33.4-4.rhaos4.20.gitc8e7df2.el!
unaffected 0:1.33.0-1.el9 * rpm

unaffected 0:1.2.18-3.el90cp * rpm

unaffected 0:1.1.4-3.2.el90cp * rpm
unaffected 0:0.18.3-8.el9ocp * rpm

unaffected 0:3.17.0-4.rhaos4.20.el9 * rpm
unaffected 0:4.20.0-202509232257.p2.ge0d4:
unaffected 0:4.20.0-202509051528.p2.gd2acc
unaffected 0:4.20.0-202509051528.p2.97565¢
unaffected 0:4.20.0-202509051528.p2.ga434:
unaffected 0:2023.1.0-1.1.el9ocp * rpm
unaffected 0:4.20.0-202509051528.p2.gbb88«
unaffected 0:4.20.0-202509051528.p2.9d469¢
unaffected 0:4.20.0-202509051528.p2.9f940e
unaffected 5:5.4.0-12.rhaos4.20.el9 * rpm
unaffected 0:1.3.2-3.1.el90cp * rpm
unaffected 0:3.0.1-3.el9ocp * rpm

unaffected 0:23.2.0-1.1.el9ocp * rpm
unaffected 0:3.0.9-1.el9ocp * rpm

unaffected 0:4.4.12-6.1.el9ocp * rpm
unaffected 0:0.0.4-1.1.el9ocp * rpm
unaffected 0:5.0.33-1.2.el90cp * rpm
unaffected 0:7.3.2-4.1.el9ocp * rpm
unaffected 1:2.8.2-10.3.el9ocp * rpm

unaffected 0:1.8.0-1.1.el9ocp * rpm
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unaffected 0:6.0.2-2.el9ocp * rpm

unaffected 0:1.16.0-13.el90cp * rpm
unaffected 0:1.13.2-1.el9ocp * rpm

unaffected 0:5.3.1-1.el90cp * rpm

unaffected 0:3.0.2-1.1.el9ocp * rpm
unaffected 0:1.4.4-4.1.el9ocp * rpm
unaffected 0:5.0.1-4.1.el9ocp * rpm
unaffected 0:1.4.0-6.2.el90cp * rpm
unaffected 0:22.2.0-1.el9ocp * rpm

unaffected 0:3.2.0-0.20250214184706.92557"
unaffected 0:0.4.0-2.el90cp.3 * rpm
unaffected 0:3.1.6-3.1.el90cp * rpm
unaffected 0:4.12.3-1.1.el9ocp * rpm
unaffected 0:0.8.1-13.el90cp.2 * rpm
unaffected 0:0.31.1-1.1.el9ocp * rpm
unaffected 0:1.0.3-1.1.el90ocp * rpm
unaffected 0:5.3.1-4.1.el9ocp * rpm
unaffected 0:0.3.0-17.1.el9ocp * rpm
unaffected 0:1.5.3-5.1.el90cp * rpm
unaffected 0:2020.12.5-2.2.el90cp * rpm
unaffected 0:5.2.0-1.1.el90cp * rpm
unaffected 0:10.0.1-5.1.el90cp * rpm
unaffected 0:9.5.0-0.20240522170018.e0151¢
unaffected 0:2.0.1-1.1.el9ocp * rpm
unaffected 0:8.1.3-5.1.el90cp * rpm
unaffected 0:4.9.1-0.20250327182035.08357:
unaffected 0:1.4.0-3.el90cp.2 * rpm
unaffected 0:0.4.6-1.1.el9ocp * rpm
unaffected 0:2.10.56-2.1.el90cp * rpm
unaffected 0:21.6.0-1.el9ocp * rpm

unaffected 0:5.6-0.1b1.el90cp * rpm
unaffected 0:0.4.1-6.1.el9ocp * rpm
unaffected 0:1.6.0-1.1.el90cp * rpm
unaffected 0:3.0.0-0.20250214185318.0e6ce"
unaffected 0:5.1.1-7.1.el90cp * rpm

unaffected 0:0.7.1-1.el9ocp * rpm
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unaffected 0:0.3.6-4.el9ocp * rpm
unaffected 0:2.6.1-1.1.el90cp * rpm
unaffected 0:0.19-5.el9o0cp * rpm
unaffected 0:1.1.5-3.1.el90ocp * rpm
unaffected 0:8.0.1-1.20241010230108.da764"
unaffected 0:0.20.46-1.1.el9ocp * rpm
unaffected 0:0.5-1.1.el9ocp * rpm
unaffected 0:1.0.4-5.1.el90cp * rpm
unaffected 0:3.0.2-6.1.el9ocp * rpm
unaffected 0:0.40.1-1.el9ocp * rpm
unaffected 0:1.9.0-12.1.el9ocp * rpm
unaffected 0:1.0.0-29.1.el9ocp * rpm
unaffected 0:0.19-1.el9ocp * rpm
unaffected 0:3.12.2-1.el9ocp * rpm
unaffected 0:4.0.1-3.el9ocp * rpm
unaffected 0:6.0.0-2.el9ocp * rpm
unaffected 2:2.2.5-5.1.el9ocp * rpm
unaffected 0:3.9.0-3.1.el90ocp * rpm
unaffected 0:1.2.2-4.1.el90cp * rpm
unaffected 0:1.0.2-31.1.el9ocp * rpm
unaffected 0:3.1.0-0.20250320142819.bd837¢
unaffected 0:2.4.0-1.1.el9ocp * rpm
unaffected 0:23.7.0-2.1.el90cp * rpm
unaffected 1:4.5.0-0.20240522162619.f68377
unaffected 0:3.0.1-1.1.el90cp * rpm
unaffected 0:20.0.4-4.1.el9ocp * rpm
unaffected 0:7.0.0-1.el9ocp * rpm
unaffected 0:24.1.0-3.1.el9ocp * rpm
unaffected 0:1.21.1-1.1.el9ocp * rpm
unaffected 0:0.4.0-1.1.el9ocp * rpm
unaffected 1:1.1-5.el90cp.2 * rpm
unaffected 0:0.20.4-6.1.el9ocp * rpm
unaffected 0:1.0.5-6.1.el90cp * rpm
unaffected 0:6.82.0-1.el9ocp * rpm

unaffected 0:0.2.0-1.el9ocp * rpm
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unaffected 0:3.7-1.el9ocp * rpm

unaffected 0:0.1.6-6.1.el90ocp * rpm
unaffected 0:1.4.1-4.el9ocp * rpm

unaffected 0:0.5.1-3.1.el9ocp * rpm
unaffected 0:0.9.6-26.el9ocp * rpm

unaffected 0:4.9.0-0.20211209154935.6f1be0
unaffected 0:4.5.0-1.el9ocp * rpm

unaffected 0:0.1.12-9.el90cp * rpm

unaffected 0:2.0.1-2.1.el90cp * rpm
unaffected 0:3.4.0-1.el9ocp * rpm

unaffected 0:6.0.1-2.el90cp * rpm

unaffected 0:2.0-4.1.el9ocp * rpm

unaffected 0:8.2.1-4.1.el9ocp * rpm
unaffected 0:3.2.0-5.2.el9ocp * rpm
unaffected 0:0.8.0-1.1.el9ocp * rpm
unaffected 0:3.1.6-1.el9ocp * rpm

unaffected 0:1.0.1-2.1.el9ocp * rpm
unaffected 0:1.21-3.1.el9ocp * rpm

unaffected 0:1.2.3-23.1.el90cp * rpm
unaffected 0:1.2.2-2.1.el90cp * rpm
unaffected 0:1.10-12.1.el90ocp * rpm
unaffected 0:4.17.3-1.1.el90cp * rpm
unaffected 0:1.4.3-3.1.el9ocp * rpm
unaffected 0:2.7.0-2.1.el9ocp * rpm
unaffected 0:1.3.0-12.el90cp.2 * rpm
unaffected 0:25.6.0-1.el9ocp * rpm

unaffected 0:5.10.0-0.20250410121004.60f44
unaffected 1:5.6.0-0.20250320142042.0d43c¢
unaffected 0:10.9.0-0.20250320143526.557d
unaffected 0:1.1.0-4.1.el90cp * rpm
unaffected 1:5.3.3-1.el9ocp * rpm

unaffected 0:1.1.7-1.1.el90cp * rpm
unaffected 0:0.4.10-1.el9ocp * rpm

unaffected 0:1.0.0-25.1.el9ocp * rpm

unaffected 0:0.3.5-24.1.el9ocp * rpm
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unattected U:0.3.1-1.el9ocp " rpm

unaffected 0:1.2.3-4.1.el90cp * rpm
unaffected 0:2.1.1-4.1.el9ocp * rpm
unaffected 0:0.7.0-4.el90ocp * rpm

unaffected 0:1.58-12.1.el9ocp * rpm
unaffected 0:1.0.1-0.20240522145956.2¢36df
unaffected 0:0.13.0-2.1.el9ocp * rpm
unaffected 0:1.6.0-17.el9ocp.2 * rpm
unaffected 0:0.8.3-15.2.el90cp * rpm
unaffected 0:4.0.3-10.el90cp * rpm

unaffected 0:1.5-10.el90cp.2 * rpm

unaffected 0:8.13.0-5.1.el90cp * rpm
unaffected 0:1.0.5-3.el9ocp * rpm

unaffected 0:2.5.0-13.1.el90cp * rpm
unaffected 0:1.0.0-4.el90cp * rpm

unaffected 0:0.10.1-2.1.el9ocp * rpm
unaffected 0:1.3.7-42.1.el9ocp * rpm
unaffected 0:3.2.2-6.el90cp * rpm

unaffected 0:3.0.0-1.1.el90cp * rpm
unaffected 0:4.6.0-2.el9ocp * rpm

unaffected 0:3.2.0-0.20250320142042.d3fdae
unaffected 0:2.1.0-0.20210722194730.bc96c:
unaffected 0:3.10.1-0.20250320152415.0a94(
unaffected 0:7.1.0-0.20250320152408.62500¢
unaffected 2:9.7.1-0.20250320144138.d5831¢
unaffected 0:6.0.0-1.el9ocp * rpm

unaffected 0:17.2.1-0.20250408142043.dc60¢
unaffected 0:6.5.1-0.20250320144953.162e0f
unaffected 0:7.2.0-2.el90cp * rpm

unaffected 0:16.1.0-0.20250320153323.e91bt
unaffected 0:0.11.0-0.20250320150939.c64d:
unaffected 0:6.3.1-0.20250320145060.8af998
unaffected 0:4.5.1-0.20250320145711.3bb5d¢
unaffected 0:7.5.1-0.20250328152037.d8148L
unaffected 0:5.7.0-0.20250320153129.bff992¢

unaffected 0:4.1.1-0.20250320154558.7a528(
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unaffected 0:4.4.1-0.20210812115054.aaf3a7
unaffected 0:2.5.0-0.20250320145717.273661
unaffected 0:8.2.0-0.20250408162039.cb683:
unaffected 0:3.6.0-0.20250320151147.79e9d!
unaffected 0:4.2.0-1.el9ocp * rpm

unaffected 0:1.7.0-0.20250214183755.0b247
unaffected 0:3.3.0-0.20250320143432.1b608f
unaffected 0:23.2-1.el9ocp * rpm

unaffected 0:3.5.3-3.1.el9ocp * rpm
unaffected 0:3.1.0-1.1.el90cp * rpm
unaffected 0:0.10.3-1.1.el9ocp * rpm
unaffected 0:6.1.1-1.el9ocp * rpm

unaffected 0:1.3.2-10.1.el90cp * rpm
unaffected 0:0.13.0-5.2.el90cp * rpm
unaffected 0:4.8.0-17.1.el9ocp * rpm
unaffected 0:0.10.1-3.1.el90cp * rpm
unaffected 0:1.5.0.1-7.1.el9ocp * rpm
unaffected 0:3.9.1-2.1.el90ocp * rpm
unaffected 0:1.3.0-3.1.el90cp * rpm
unaffected 0:1.6.1-2.1.el90ocp * rpm
unaffected 0:2.6-1.1.el90cp * rpm

unaffected 0:1.0.8-19.1.el9ocp * rpm
unaffected 0:3.6.0-1.1.el90ocp * rpm
unaffected 0:0.7.1-3.1.el9ocp * rpm
unaffected 0:5.9.5-1.el9ocp * rpm

unaffected 0:0.7.0-5.2.el9ocp * rpm
unaffected 0:1.11.0-3.1.el90cp * rpm
unaffected 0:0.5.1-3.1.el9ocp * rpm
unaffected 0:1.0.2-1.1.el90cp * rpm
unaffected 0:4.0.1-0.20250320142810.3cea5¢
unaffected 0:1.11.0-5.1.el90cp * rpm
unaffected 0:2.10.0-2.el90cp * rpm

unaffected 0:7.45.2-5.1.el9ocp * rpm
unaffected 0:1.5.34-2.1.el9ocp * rpm

unaffected 0:2.15.1-4.el9ocp * rpm
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unaffected 0:3.5.0-1.1.el90cp * rpm
unaffected 0:1.8.0-4.el90cp.2 * rpm
unaffected 0:1.5.1-1.el9ocp * rpm
unaffected 0:1.0.0-1.1.el9ocp * rpm
unaffected 0:0.19.3-1.el9ocp * rpm
unaffected 0:0.18.3-1.1.el90cp * rpm
unaffected 0:2.11.1-4.el9ocp.1 * rpm
unaffected 0:1.6.0-3.1.el9ocp * rpm
unaffected 0:0.6.3-1.el9ocp * rpm
unaffected 0:3.12.0-4.1.el9ocp * rpm
unaffected 0:10.2-4.el9ocp * rpm
unaffected 0:4.0-20.1.el90ocp * rpm
unaffected 0:2.1.0-7.1.el90cp * rpm
unaffected 0:2.5.0-2.1.el9ocp * rpm
unaffected 0:0.22.2-4.1.el9ocp * rpm
unaffected 0:0.22.0-6.1.el9ocp * rpm
unaffected 0:3.0.1-1.el9ocp * rpm
unaffected 0:5.0.5-1.el90cp * rpm
unaffected 0:0.7-7.1.el9ocp * rpm
unaffected 0:2.32.3-2.el9ocp * rpm
unaffected 0:1.4.0-0.20250214183755.d7ac0f
unaffected 0:0.12.0-13.el90cp.2 * rpm
unaffected 0:1.8.0-3.el90cp.1 * rpm
unaffected 0:1.0.0-6.1.el90cp * rpm
unaffected 0:0.2.0-2.1.el9ocp * rpm
unaffected 0:1.3.3-3.el90cp.2 * rpm
unaffected 0:1.2.0-6.1.el9ocp * rpm
unaffected 0:2.4.1-12.1.el9ocp * rpm
unaffected 0:2.2.0-4.1.el9ocp * rpm
unaffected 0:3.3.3-4.1.el90cp * rpm
unaffected 0:23.1.0-1.el9ocp * rpm
unaffected 0:7.1.0-7.1.el90cp * rpm
unaffected 0:1.5.4-4.1.el9ocp * rpm
unaffected 0:0.8.1-18.1.el90cp * rpm

unaffected 0:3.17.0-2.el90cp * rpm
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uridiiecled v.o.4.U.5-19. 1.e190Cp  1pIi
unaffected 0:0.3.4-10.1.el90cp * rpm
unaffected 0:1.4.3-1.1.el9ocp * rpm
unaffected 0:2.2.0-2.el90cp * rpm
unaffected 0:2.3.0-3.el90cp.1 * rpm
unaffected 0:2.1.0-3.el90cp.2 * rpm
unaffected 1:6.2.1-4.el9ocp * rpm
unaffected 0:1.0.2-14.el9ocp * rpm
unaffected 0:1.0.2-14.el9ocp * rpm
unaffected 0:2.0.0-1.el9ocp * rpm
unaffected 0:1.7.0-19.1.el9ocp * rpm
unaffected 0:4.1-3.1.el9ocp * rpm
unaffected 0:1.0.1-22.el90cp * rpm
unaffected 0:1.0.3-15.el90cp * rpm
unaffected 0:1.1.5-1.el9ocp * rpm
unaffected 0:1.2.2-1.el9ocp * rpm
unaffected 0:0.7.16-1.el9ocp * rpm
unaffected 0:1.4.54-1.el9ocp * rpm
unaffected 0:0.2.4-10.el9ocp * rpm
unaffected 0:3.2.1-20.1.el90cp * rpm
unaffected 0:2.6.0-8.1.el90ocp * rpm
unaffected 0:5.4.1-0.20250320150534.27e27¢
unaffected 0:2.0.1-1.el90cp * rpm
unaffected 0:5.6.0-0.20250507082031.06e32t
unaffected 0:0.5.2-10.1.el90cp * rpm
unaffected 0:1.14.1-5.1.el9ocp * rpm
unaffected 0:8.5.0-1.el9ocp * rpm
unaffected 0:0.6.0-10.1.el90cp * rpm
unaffected 0:0.0.20-20.1.el90cp * rpm
unaffected 0:2.0.1-11.1.el9ocp * rpm
unaffected 0:0.5.0-22.el90cp.2 * rpm
unaffected 0:2.6.0-1.1.el9ocp * rpm
unaffected 0:0.10.2-13.el90cp * rpm
unaffected 0:2.0.1-5.1.el9ocp * rpm
unaffected 0:1.0.0-9.1.el90cp * rpm

unaffected 0:6.3.0-0.20250214203240.734acc
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unaffected 0:6.1.0-3.el90cp.1 * rpm
unaffected 0:4.14.2-2.el9ocp * rpm
unaffected 0:0.0.14-1.el9ocp * rpm
unaffected 0:1.4.0-25.1.el90cp * rpm
unaffected 0:2023.10.18-3.1.el90ocp * rpm
unaffected 0:0.7.0-1.1.el9ocp * rpm
unaffected 0:4.1.5-1.el9ocp * rpm
unaffected 0:4.12.2-2.1.el9ocp * rpm
unaffected 0:0.9.0-1.1.el9ocp * rpm
unaffected 0:2.1-2.3.el90cp * rpm
unaffected 0:5.0.0-3.1.el9ocp * rpm
unaffected 0:20.21.1-1.1.el90cp * rpm
unaffected 0:0.11.7-3.1.el9ocp * rpm
unaffected 0:3.0.1-1.1.el90cp * rpm
unaffected 0:1.3.3-2.1.el9ocp * rpm
unaffected 0:0.2.5-3.el90¢p.3 * rpm
unaffected 0:0.5.1-16.el90cp.2 * rpm
unaffected 0:1.8.8-2.el9ocp * rpm
unaffected 0:0.10.0-2.1.el90cp * rpm
unaffected 0:2.0.33-5.1.el90cp * rpm
unaffected 0:2.2.3-3.1.el90cp * rpm
unaffected 0:1.17.2-1.el9ocp * rpm
unaffected 0:1.12.0-1.el9ocp * rpm
unaffected 0:2.0.3-5.1.el9ocp * rpm
unaffected 0:1.3.6-6.1.el90cp * rpm
unaffected 0:0.2.2-19.1.el9ocp * rpm
unaffected 0:0.24.4-2.1.el9ocp * rpm
unaffected 0:3.19.1-1.1.el9ocp * rpm
unaffected 0:0.0.2-2.1.el90cp * rpm
unaffected 0:4.2.0-21.el90cp.2 * rpm
unaffected 0:5.4.0-1.1.el90cp * rpm
unaffected 0:4.7-5.el90cp.1 * rpm
unaffected 0:2024.2-1.1.el9ocp * rpm
unaffected 0:1.4.0-7.el9ocp.1 * rpm

unaffected 0:0.1.2-1.rhaos4.20.el9 * rpm
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Vendor Comments And Credit

Discovery Credit
CNA: This issue was discovered by Paul Holzinger (Red Hat). (en)

| Additional Advisory Data

Source Time Event

CNA 2025-09-04T15:45:46.448Z Reported to Red Hat.
CNA 2025-09-04T00:00:00.000Z Made public.
Workarounds

CNA: Red Hat advises to not run the podman kube play command with untrusted Kubernetes
YAML file as input, additionally review the Kubernetes YAML file before running it through
podman may help to catch maliciously crafted secretes or volumes that may be used to exploit
this vulnerability.

There are currently no legacy QID mappings associated with this CVE.
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