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CVE CVE-2025-9900
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2025-09-23 17:15:38 UTC
Updated 2026-04-20 22:16:22 UTC
Description A flaw was found in Libtiff. This vulnerability is a "write-what-where" condition, triggered when the library processes a specic

4 H -l
Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from secalert@redhat.com
CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

EPSS: 0.000360000 probability, percentile 0.106500000 (date 2026-04-20)
Problem Types: CWE-123 | CWE-123 Write-what-where Condition

Version Source Type Score  Severity Vector
3.1 secalert@redhat.com Secondary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
3.1 CNA CVSSs 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
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\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

[ ] v

Source Vendor Product Version

CNA Red Hat Red Hat Enterprise Linux 10 unaffected 0:4.6.0-6.el10_0.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 10 unaffected 0:4.6.0-6.el10_1.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 7 Extended Lifecycle Support unaffected 0:3.9.4-12.el7_9.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 7 Extended Lifecycle Support unaffected 0:4.0.3-35.e17_9.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8 unaffected 0:3.9.4-14.el8_10 * rpm
CNA Red Hat Red Hat Enterprise Linux 8 unaffected 0:4.0.9-35.el8_10 * rpm
CNA Red Hat Red Hat Enterprise Linux 8 unaffected 0:4.0.9-3.el8_10 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.2 Advanced Update Support unaffected 0:3.9.4-13.el8_2.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.2 Advanced Update Support unaffected 0:4.0.9-17.e18_2.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.2 Advanced Update Support unaffected 0:8.10-3.el8_2.1 * rpm

CNA Red Hat Red Hat Enterprise Linux 8.4 Advanced Mission Critical Update Support unaffected 0:3.9.4-13.el8_4.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.4 Advanced Mission Critical Update Support unaffected 0:4.0.9-18.el8_4.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.4 Advanced Mission Critical Update Support unaffected 0:8.10-3.el8_4.1 * rpm

CNA Red Hat Red Hat Enterprise Linux 8.4 Extended Update Support Long-Life Add-On  unaffected 0:3.9.4-13.el8_4.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.4 Extended Update Support Long-Life Add-On  unaffected 0:4.0.9-18.el8_4.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.4 Extended Update Support Long-Life Add-On  unaffected 0:8.10-3.el8_4.1 * rpm

CNA Red Hat Red Hat Enterprise Linux 8.6 Advanced Mission Critical Update Support unaffected 0:3.9.4-13.el8_6.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.6 Advanced Mission Critical Update Support unaffected 0:4.0.9-21.el8_6.1 * rpm

CNA Red Hat Red Hat Enterprise Linux 8.6 Advanced Mission Critical Update Support unaffected 0:8.10-3.el8_6.1 * rpm

CNA Red Hat Red Hat Enterprise Linux 8.6 Telecommunications Update Service unaffected 0:3.9.4-13.el8_6.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.6 Telecommunications Update Service unaffected 0:4.0.9-21.el8_6.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.6 Telecommunications Update Service unaffected 0:8.10-3.el8_6.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.6 Update Services For SAP Solutions unaffected 0:3.9.4-13.el8_6.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.6 Update Services For SAP Solutions unaffected 0:4.0.9-21.el8_6.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.6 Update Services For SAP Solutions unaffected 0:8.10-3.el8_6.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.8 Telecommunications Update Service unaffected 0:3.9.4-13.el8_8.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.8 Telecommunications Update Service unaffected 0:4.0.9-29.el8_8.1 * rpm
CNA Red Hat Red Hat Enterprise Linux 8.8 Telecommunications Update Service unaffected 0:8.10-3.el8_8.1 * rpm

CNA Red Hat Red Hat Enterprise Linux 8.8 Update Services For SAP Solutions unaffected 0:3.9.4-13.el8_8.1 * rpm
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unaffected 0:4.0.9-29.el8_8.1 * rpm
unaffected 0:8.10-3.el8_8.1 * rpm
unaffected 0:4.4.0-13.el9_6.2 * rpm
unaffected 0:4.4.0-15.e19_7.2 * rpm
unaffected 0:4.2.0-3.e19_0.2 * rpm
unaffected 0:4.4.0-8.el9_2.4 * rpm
unaffected 0:4.4.0-12.el9_4.4 * rpm
unaffected sha256:bddcf7ab6d576572b6d€
unaffected sha256:7856bdb7ae0d643a7b9:
unaffected sha256:14e32e88f1b89f59ed34.
unaffected sha256:dcb9d1cd005¢40b6db6f
unaffected sha256:53007894763e03f609c2
unaffected sha256:310df392f638ef6ecalaZ
unaffected 4.7.1-2.1.hum1 * rpm
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Vendor Comments And Credit

Discovery Credit
CNA: Red Hat would like to thank Gareth C (AnchorSec Ltd.) for reporting this issue. (en)

Additional Advisory Data

Source Time Event

CNA 2025-09-03T02:48:12.111Z Reported to Red Hat.
CNA 2025-09-22T14:29:35.767Z Made public.
Workarounds

CNA: Mitigation for this issue is either not available or the currently available options do not
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meet the Red Hat Product Security criteria comprising ease of use and deployment,
applicability to widespread installation base or stability.

There are currently no legacy QID mappings associated with this CVE.
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