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Summary

CVE CVE-2026-0748

State PUBLISHED

Assigner drupal

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-26 22:16:27 UTC

Updated 2026-04-01 16:22:14 UTC

Description In the Drupal 7 Internationalization (i18n) module, the i18n_node submodule allows a user with both "Translate content" and "Administer content translations" permissions to view and attach unpublished nodes via the translation UI and its autocomplete widget. This bypasses intended access controls and discloses unpublished node titles and IDs. 

Risk And Classification

Primary CVSS: v4.0 5.3 MEDIUM from mlhess@drupal.org

CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:L/VI:N/VA:N/SC:L/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.000330000 probability, percentile 0.095990000 (date 2026-04-01)

Problem Types: CWE-284 | CWE-276 | CWE-284 CWE-284 Improper Access Control

Version Source Type Score Severity Vector

4.0 mlhess@drupal.org Secondary 5.3 MEDIUM CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:L/VI:N/VA:N/SC:L/SI:N/SA:N/E:X/C...

4.0 CNA CVSS 5.3 MEDIUM CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:L/VI:N/VA:N/SC:L/SI:N/SA:N

3.1 nvd@nist.gov Primary 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

None

Privileges Required

Low

User Interaction

None

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-0748/mitre
https://cve.report/CVE-2026-0748/nist
https://cve.report/CVE-2026-0748/cve_org
https://cve.report/CVE-2026-0748.pdf


CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:L/VI:N/VA:N/SC:L/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Internationalization Project Internationalization All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Drupal Internationalization I18n - I18n Node Submodule affected 7.x-1.0 7.x-1.35 custom Not specified

Confidentiality

Low

Integrity

None

Availability

None

Sub Conf.

Low

Sub Integrity

None

Sub Availability

None

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

Low

Integrity

None

Availability

None

http://cve.report/vendor/internationalization_project
http://cve.report/software/internationalization_project/internationalization
http://cve.report/vendor/Drupal
http://cve.report/software/Drupal/Internationalization_i18n_-_i18n_node_submodule


References

Reference Source Link Tags

www.herodevs.com/vulnerability-directory/cve-2026-0748 mlhess@drupal.org www.herodevs.com Exploit, Third Party Advisory

www.herodevs.com/vulnerability-directory/cve-2026-0748 134c704f-9b21-4f2e-91b3-4a467353bcc0 www.herodevs.com Exploit, Third Party Advisory

d7es.tag1.com/node/86 mlhess@drupal.org d7es.tag1.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Tatár Balázs János (tatarbj) (en)

There are currently no legacy QID mappings associated with this CVE.
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