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CVE CVE-2026-1115
State PUBLISHED
Assigner @huntr_ai

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-10 07:16:20 UTC
Updated 2026-04-10 13:16:43 UTC
Description A Stored Cross-Site Scripting (XSS) vulnerability was identified in the social feature of parisneo/lolims, affecting the latest v

1 | i
Primary CVSS: v3.0 9.6 CRITICAL from security@huntr.dev
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H

Problem Types: CWE-79 | CWE-79 CWE-79 Improper Neutralization of Input During Web
Page Generation ('Cross-site Scripting')

Version Source Type Score Severity Vector
3.0 security@huntr.dev Secondary 9.6 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H
3.0 CNA DECLARED 9.6 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Jser Interaction
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Changed
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https://cve.report/
https://cve.report/CVE-2026-1115/mitre
https://cve.report/CVE-2026-1115/nist
https://cve.report/CVE-2026-1115/cve_org
https://cve.report/api/cve/CVE-2026-1115.json
https://cve.report/CVE-2026-1115.pdf

\vailability

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H

J B

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Parisneo Parisneo/lolims affected unspecified 2.2.0 custom Not specified
Reference Source Link
huntr.com/bounties/099aa4fe-7165-4337-889c-3fb4f1aa71aa 134c704f-9b21-4f2e-91b3-4a467353bccO  huntr.con
github.com/parisneo/lolims/commit/9767b882dbc893c388a286856beeacad69b8292a  security@huntr.dev github.co
CVE Program record CVE.ORG Www.cve.
NVD vulnerability detail NVD nvd.nist.g
A

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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