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Summary

CVE CVE-2026-1233

State PUBLISHED

Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-04 12:16:02 UTC

Updated 2026-04-04 12:16:02 UTC

Description The Text to Speech for WP (AI Voices by Mementor) plugin for WordPress is vulnerable to sensitive information exposure in all versions up to, and including, 1.9.8. This is due to the plugin containing hardcoded MySQL database credentials for the vendor's external telemetry server in the `Mementor_TTS_Remote_Telemetry` class. This makes it possible for unauthenticated attackers to extract and decode these credentials, gaining unauthorized write access to the vendor's telemetry database.

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from security@wordfence.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Problem Types: CWE-798 | CWE-798 CWE-798 Use of Hard-coded Credentials

Version Source Type Score Severity Vector

3.1 security@wordfence.com Primary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

3.1 CNA DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

High

https://cve.report/
https://cve.report/CVE-2026-1233/mitre
https://cve.report/CVE-2026-1233/nist
https://cve.report/CVE-2026-1233/cve_org
https://cve.report/CVE-2026-1233.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Mvirik Text To Speech TTSWP affected 1.9.8 semver Not specified

References

Reference Source Link

www.wordfence.com/threat-intel/vulnerabilities/id/b8dc0b5e-87b9-4831-a92a-bbf6e... security@wordfence.com www.wordfence.com

plugins.trac.wordpress.org/changeset/3453258/text-to-speech-tts security@wordfence.com plugins.trac.wordpress.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

CNA: Kazuma Matsumoto (en)

Additional Advisory Data

Source Time Event

CNA 2026-01-08T00:00:00.000Z Discovered

CNA 2026-02-03T19:26:31.000Z Vendor Notified

CNA 2026-04-03T22:10:19.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.
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Integrity

None

Availability

None

http://cve.report/vendor/mvirik
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https://plugins.trac.wordpress.org/changeset/3453258/text-to-speech-tts
https://www.cve.org/CVERecord?id=CVE-2026-1233
https://nvd.nist.gov/vuln/detail/CVE-2026-1233
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	Text to Speech (TTS) by Mementor <= 1.9.8 - Use of Hardcoded Password to Unauthenticated Remote Database Access
	Summary
	Risk And Classification
	CVSS v3.1 Breakdown

	Vendor Declared Affected Products
	References
	Vendor Comments And Credit
	Discovery Credit

	Additional Advisory Data


