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Summary

CVE CVE-2026-1343

State PUBLISHED

Assigner ibm

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-08 01:16:40 UTC

Updated 2026-04-09 18:27:45 UTC

Description IBM Verify Identity Access Container 11.0 through 11.0.2 and IBM Security Verify Access Container 10.0 through 10.0.9.1 and IBM Verify Identity Access 11.0 through 11.0.2 and IBM Security Verify Access 10.0 through 10.0.9.1 allows an attacker to contact internal authentication endpoints which are protected by the Reverse Proxy.

Risk And Classification

Primary CVSS: v3.1 7.2 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N

EPSS: 0.000400000 probability, percentile 0.122760000 (date 2026-04-08)

Problem Types: CWE-918 | CWE-918 CWE-918 Server-Side Request Forgery (SSRF)

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N

3.1 psirt@us.ibm.com Secondary 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N

3.1 CNA CVSS 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Changed

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-1343/mitre
https://cve.report/CVE-2026-1343/nist
https://cve.report/CVE-2026-1343/cve_org
https://cve.report/api/cve/CVE-2026-1343.json
https://cve.report/CVE-2026-1343.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Security Verify Access All All All All

Application Ibm Security Verify Access Container All All All All

Application Ibm Verify Identity Access All All All All

Application Ibm Verify Identity Access Container All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA IBM Verify Identity Access Container affected 11.0 11.0.2 semver Not specified

CNA IBM Security Verify Access Container affected 10.0 10.0.9.1 semver Not specified

CNA IBM Verify Identity Access affected 11.0 11.0.2 semver Not specified

CNA IBM Security Verify Access affected 10.0 10.0.9.1 semver Not specified

References

Reference Source Link Tags

www.ibm.com/support/pages/node/7268253 psirt@us.ibm.com www.ibm.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Solutions

CNA: IBM encourages customers to update their systems promptly. Appliance:  Affected
Products and Versions Fix availability IBM Verify Identity Access 11.0 - 11.0.2 Download IBM
Verify Identity Access v11.0.2 IF1 https://www.ibm.com/support/fixcentral/quickorder IBM
Security Verify Access 10.0 - 10.0.9.1 Download IBM Security Verify Access v10.0.9.1 IF1
https://www.ibm.com/support/fixcentral/quickorder Container: Container Download
https://docs.verify.ibm.com/ibm-security-verify-access/docs/containers

Confidentiality

Low

Integrity

Low

Availability

None

http://cve.report/vendor/ibm
http://cve.report/software/ibm/security_verify_access
http://cve.report/vendor/ibm
http://cve.report/software/ibm/security_verify_access_container
http://cve.report/vendor/ibm
http://cve.report/software/ibm/verify_identity_access
http://cve.report/vendor/ibm
http://cve.report/software/ibm/verify_identity_access_container
http://cve.report/vendor/IBM
http://cve.report/software/IBM/Verify_Identity_Access_Container
http://cve.report/vendor/IBM
http://cve.report/software/IBM/Security_Verify_Access_Container
http://cve.report/vendor/IBM
http://cve.report/software/IBM/Verify_Identity_Access
http://cve.report/vendor/IBM
http://cve.report/software/IBM/Security_Verify_Access
https://www.ibm.com/support/pages/node/7268253
https://www.cve.org/CVERecord?id=CVE-2026-1343
https://nvd.nist.gov/vuln/detail/CVE-2026-1343


There are currently no legacy QID mappings associated with this CVE.
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