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CVE CVE-2026-1577
State PUBLISHED
Assigner ibm

Source Priority

Published 2026-04-30 22:16:25 UTC
Updated 2026-04-30 22:16:25 UTC
Description

1]

CVE Program / NVD first with legacy fallback

IBM Db2 11.5.0 through 11.5.9, and 12.1.0 through 12.1.4 for Linux, UNIX and Windows (includes Db2 Connect Server) co

Risk And Classification |

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Version Source Type Score Severity
3.1 psirt@us.ibm.com Primary 6.5 MEDIUM
3.1 CNA CVSSs 6.5 MEDIUM

Primary CVSS: v3.1 6.5 MEDIUM from psirt@us.ibm.com

Vector

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-1577/mitre
https://cve.report/CVE-2026-1577/nist
https://cve.report/CVE-2026-1577/cve_org
https://cve.report/api/cve/CVE-2026-1577.json
https://cve.report/CVE-2026-1577.pdf

LHET]
CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H
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Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA IBM Db2 affected 11.5.0 11.5.9 semver Not specified
CNA IBM Db2 affected 12.1.0 12.1.4 semver Not specified

Reference Source Link Tags
www.ibm.com/support/pages/node/7269434 psirt@us.ibm.com www.ibm.com

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Solutions

CNA: Customers running any vulnerable affected level of an affected Program, V11.5, and
V12.1, can download the special build containing the interim fix for this issue from Fix Central.
These special builds are available based on the most recent level for each impacted release:
V11.5.9, and V12.1.4. They can be applied to any affected level of the appropriate release to
remediate this vulnerability. ReleaseFixed in mod packAPARDownload URLV11.5TBD
https://www.ibm.com/support/pages/node/7087189 V12.1 TBD
https://www.ibm.com/support/pages/node/7267513 IBM does not disclose key Db2
functionality nor replication steps for a vulnerability to avoid providing too much information to
any potential malicious attacker. IBM does not want to enable a malicious attacker with
sufficient knowledge to craft an exploit of the vulnerability.
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There are currently no legacy QID mappings associated with this CVE.
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