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Summary

CVE CVE-2026-1677

State PUBLISHED

Assigner zephyr

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-11 06:16:08 UTC

Updated 2026-05-11 06:16:08 UTC

Description Zephyr sockets created with `IPPROTO_TLS_1_3` can still negotiate a TLS 1.2 connection when both TLS versions are enabled in Kconfig, because the socket-level protocol selection is not propagated to mbedTLS (e.g. via `mbedtls_ssl_conf_min_tls_version`). The ClientHello advertises both versions and the peer can establish TLS 1.2, so applications that assumed `IPPROTO_TLS_1_3` enforces TLS 1.3 may silently use TLS 1.2 and remain exposed to TLS 1.2-specific weaknesses. As a workaround, the `TLS_CIPHERSUITE_LIST` socket option can be restricted to TLS 1.3-only cipher suites.

Risk And Classification

Primary CVSS: v3.1 5.3 MEDIUM from vulnerabilities@zephyrproject.org

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Problem Types: CWE-757 | CWE-757 Selection of Less-Secure Algorithm During
Negotiation ('Algorithm Downgrade')

Version Source Type Score Severity Vector

3.1 vulnerabilities@zephyrproject.org Secondary 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

3.1 CNA CVSS 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

Low

Integrity

None

https://cve.report/
https://cve.report/CVE-2026-1677/mitre
https://cve.report/CVE-2026-1677/nist
https://cve.report/CVE-2026-1677/cve_org
https://cve.report/api/cve/CVE-2026-1677.json
https://cve.report/CVE-2026-1677.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Zephyrproject-rtos Zephyr affected * 4.3 git Not specified

References

Reference Source Link Tags

github.com/zephyrproject-rtos/zephyr/security/advisories/GHSA-23r2-m5wx-... vulnerabilities@zephyrproject.org github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Availability

None

http://cve.report/vendor/zephyrproject-rtos
http://cve.report/software/zephyrproject-rtos/Zephyr
https://github.com/zephyrproject-rtos/zephyr/security/advisories/GHSA-23r2-m5wx-4rvq
https://www.cve.org/CVERecord?id=CVE-2026-1677
https://nvd.nist.gov/vuln/detail/CVE-2026-1677
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	net: TLS 1.2 connections allowed on TLS 1.3 sockets
	Summary
	Risk And Classification
	CVSS v3.1 Breakdown

	Vendor Declared Affected Products
	References


