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Summary

CVE CVE-2026-1950

State PUBLISHED

Assigner Deltaww

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-24 07:16:08 UTC

Updated 2026-04-24 14:39:28 UTC

Description Delta Electronics AS320T has No checking of the length of the buffer with the file name vulnerability.

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from 759f5e80-c8e1-4224-bead-956d7b33c98b

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-121 | CWE-121 CWE-121 Stack-based Buffer Overflow

Version Source Type Score Severity Vector

3.1 759f5e80-c8e1-4224-bead-956d7b33c98b Secondary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

3.1 CNA CVSS 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

https://cve.report/
https://cve.report/CVE-2026-1950/mitre
https://cve.report/CVE-2026-1950/nist
https://cve.report/CVE-2026-1950/cve_org
https://cve.report/api/cve/CVE-2026-1950.json
https://cve.report/CVE-2026-1950.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA DeltaWW AS320T affected 1.14 custom Not specified

References

Reference Source

filecenter.deltaww.com/news/download/doc/Delta-PCSA-2026-00006_AS320T%20Multiple%20v... 759f5e80-c8e1-4224-bead-956d7b33c98b

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit

CNA: Sergey Fedonin and Ivan Kurnakov (Positive Technologies) (en)

Additional Advisory Data

Solutions

CNA: Upgrade firmware to v1.16 or later

There are currently no legacy QID mappings associated with this CVE.
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Availability

High
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