Inteqr Man men ntroller Rem
Execution Vulnerability

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2026-20097
State PUBLISHED
Assigner cisco

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-01 17:28:30 UTC
Updated 2026-04-01 17:28:30 UTC
Description A vulnerability in the web-based management interface of Cisco IMC could allow an authenticated, remote attacker with adi

b ‘ ‘ e

Risk And Classification |

Primary CVSS: v3.1 6.5 MEDIUM from psirt@cisco.com

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N

Problem Types: CWE-787 | CWE-787 Out-of-bounds Write

Version Source Type Score Severity Vector
3.1 psirt@cisco.com Primary 6.5 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N
3.1 CNA CVSSV3 1 6.5 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N
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https://cve.report/CVE-2026-20097/nist
https://cve.report/CVE-2026-20097/cve_org
https://cve.report/CVE-2026-20097.pdf
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affected 3.1(29)
affected 3.1(2c)
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affected 4.0(1a)
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Cisco Unified Computing System Standalone
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affected 4.3(2.240037)
affected 4.3(2.240053)
affected 4.3(4.240152)
affected 4.2(3I)
affected 4.3(2.240077)
affected 4.3(4.242028)
affected 4.3(4.241063)
affected 4.3(4.242038)
affected 4.2(3m)
affected 4.3(2.240090)
affected 4.3(5.240021)
affected 4.3(2.240107)
affected 4.3(4.242066)
affected 4.2(3n)
affected 4.3(5.250001)
affected 4.2(30)
affected 4.3(2.250016)
affected 4.3(2.250021)
affected 4.3(5.250030)
affected 4.3(2.250022)
affected 4.3(6.250040)
affected 4.3(5.250033)
affected 4.3(6.250044)
affected 4.3(6.250053)
affected 4.3(2.250037)
affected 4.3(2.250045)
affected 4.3(4.252001)
affected 4.3(4.252002)
affected 6.0(1.250127)
affected 4.2(3p)
affected 6.0(1.250131)
affected 4.3(6.250101)
affected 6.0(1.250174)
affected 4.3(6.250117)

affected 4.3(5.250043)
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Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified
Not specified

Not specified
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CNA Cisco Cisco Unified Computing System Standalone affected 4.3(6.250039) Not specified

CNA Cisco Cisco Unified Computing System Standalone affected 4.3(5.250045) Not specified
CNA Cisco Cisco Unified Computing System Standalone affected 4.3(6.250060) Not specified
CNA Cisco Cisco Unified Computing System Standalone affected 6.0(1.250130) Not specified
CNA Cisco Cisco Unified Computing System Standalone affected 4.3(4.241014) Not specified
CNA Cisco Cisco Unified Computing System Standalone affected 4.3(2.250063) Not specified
CNA Cisco Cisco Unified Computing System Standalone affected 6.0(1.250192) Not specified
CNA Cisco Cisco Unified Computing System Standalone affected 4.3(6.260003) Not specified
CNA Cisco Cisco Unified Computing System Standalone affected 6.0(1.250194) Not specified
Reference Source Link Ta

sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cimc-c...  psirt@cisco.com sec.cloudapps.cisco.com

CVE Program record CVE.ORG WWW.Cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca
1| |

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Exploits
CNA: The Cisco PSIRT is not aware of any public announcements or malicious use of the
vulnerabilities that are described in this advisory.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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