
Cisco Catalyst SD-WAN Manager Privilege Escalation
Vulnerability
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Summary

CVE CVE-2026-20210

State PUBLISHED

Assigner cisco

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-14 17:16:20 UTC

Updated 2026-05-14 17:19:57 UTC

Description A vulnerability in the web UI of Cisco Catalyst SD-WAN Manager, formerly SD-WAN vManage, could allow an authenticated, remote attacker with read-only permissions to modify configurations and perform unauthorized actions on an affected system. 

Risk And Classification

Primary CVSS: v3.1 5.4 MEDIUM from psirt@cisco.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N

EPSS: 0.000260000 probability, percentile 0.076290000 (date 2026-05-15)

Problem Types: CWE-779 | CWE-779 Logging of Excessive Data

Version Source Type Score Severity Vector

3.1 psirt@cisco.com Primary 5.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N

3.1 CNA CVSSV3_1 5.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

Low

https://cve.report/
https://cve.report/CVE-2026-20210/mitre
https://cve.report/CVE-2026-20210/nist
https://cve.report/CVE-2026-20210/cve_org
https://cve.report/api/cve/CVE-2026-20210.json
https://cve.report/CVE-2026-20210.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.1.12 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.1.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.3.0 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.099 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.6 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.7 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.0 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.8 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.0.0 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.1.0 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.302 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.303 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.097 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.098 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 17.2.10 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.6.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.0.1a Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.2.0 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 17.2.8 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.3.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.0 Not specified

Integrity

Low

Availability

None
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CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.0 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 17.2.6 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 17.2.9 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 17.2.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.0.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 17.2.7 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 17.2.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.0 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.501_ES Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.1.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.929 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.31 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.32 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.2_925 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.2.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.2.1_927 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.6 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.1.2_937 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.2_928 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.2_929 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.1.0.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.2.1_930 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.5.0.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.4.0.1 Not specified
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CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.2_937 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.5.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.1.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3.0.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3.1.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.1.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3.0.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.1.1.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.1.0.01 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.1.0.02 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3.1.7 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3.1.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.5.1.0.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3.1.10 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3.0.8 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.2.0.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3.0.14 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.4.0.8 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.4.0.9 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.0.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.2.0.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.5.1.0.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3.0.17 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.0.18.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.2.0.6 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.0.18.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.2.0.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3.0.16 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.0.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.1.0.1 Not specified
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CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.1.0.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.0.6 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.7.1EFT2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.0.9 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.0.11 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.2.0.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3.0.18 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.7.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.2.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.5.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.2.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.2.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.813 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.0.19 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.2.2.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.5.1.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.814 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.2.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.2.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.2.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.7.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.1.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.2.2.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.0.20 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.2.2.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.2.2.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.2.0.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.2.2.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.0.24 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.2.2.7 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3 Not specified
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CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.2.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.2.2.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.7.1.0.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.8.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.5.0.8 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.5.0.9 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.2.2.8 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.5.0.7 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.7 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.10 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.7.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.1EFT2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.11 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.14 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.19 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.18 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.6 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.23 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.4.0.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.25 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.27 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.2.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.29 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.31 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.32 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.10.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.33 Not specified
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CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.2.0.01 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.10.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.2_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.7 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.11.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.11.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3_LI_ Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.1.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.4.2.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.4.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.38 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.39 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.5.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.3.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.7.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.10.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.2.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.0.25 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.2.2.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.1.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.11.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.4.0.26 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.1.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.40 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.1.3.1 Not specified
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CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.1.3.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.2.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.2.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.1.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.41 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.7 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.1.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.4.0.19 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.1.6 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.8 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.7.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.1.7 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.12 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.4.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.11.1.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.10.1.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.1.9 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.16 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.45 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.1.10 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.17 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.2.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.4.0.21 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.18 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.46 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.47 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.2.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.2_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.21 Not specified
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CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.20 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.4_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.1.11 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.1.13 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.23 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.2.8 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.4.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.4.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.25 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.24 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.5.1.14 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.3.8 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.6 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.26 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.3.0.51 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.3.0.29 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.2_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.6.0.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.13.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.4.0.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.13.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.4.1.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.3_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.4.1.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.7 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.4.1.6 Not specified
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CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.14.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.14.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5.2.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5.2_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.3.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5.1.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5.2.7 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5.2.13 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.6 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.6_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5.2.14 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.6.8 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.4.0.03 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.16.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.16.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.4_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5.2.16 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.4.0.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.401 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5.3_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.4.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.4.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.5.2.21 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.6.0.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.4.0.6 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.2_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.4_Monthly_ES5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.5_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.7_LI _Images Not specified
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CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.7_LI _Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.7 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.3_ LI _Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.501 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.5.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.5.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.5.2_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.5.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.3.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.4_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.4 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.7.1_LI _Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.7.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.18.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.18.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.6_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.6 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.5.1.01 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 26.0.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.8 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.8_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.18.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.4.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.4.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.18.2_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.18.2.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.18.2.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.4.2_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.4.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.6.1 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.6.1_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.5.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.5.3_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.8.2_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.8.2 Not specified
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CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.18.3 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.18.3_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.5 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.15.5_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.7 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.12.7_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.9 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.9.9_LI_Images Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.18.2.2 Not specified

CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.18.2.2_LI_Images Not specified

References

Reference Source Link Tags

sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-... psirt@cisco.com sec.cloudapps.cisco.com

sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-... psirt@cisco.com sec.cloudapps.cisco.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Exploits

CNA: The Cisco PSIRT is not aware of any public announcements or malicious use of the
vulnerabilities that are described in this advisory.

There are currently no legacy QID mappings associated with this CVE.
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