D-WAN Man r XML External Enti
Injection Vulnerability

MITRE NVD CVE.ORG JSON API Print: PDF %5

CVE CVE-2026-20224
State PUBLISHED
Assigner cisco

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-14 17:16:20 UTC
Updated 2026-05-14 17:19:57 UTC
Description A vulnerability in the web Ul of Cisco Catalyst SD-WAN Manager, formerly SD-WAN vManage, could allow an unauthentica
1 | |

Risk And Classification

Primary CVSS: v3.1 8.6 HIGH from psirt@cisco.com
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N

EPSS: 0.000280000 probability, percentile 0.081750000 (date 2026-05-17)
Problem Types: CWE-20 | CWE-20 Improper Input Validation

Version Source Type Score Severity Vector
3.1 psirt@cisco.com Primary 8.6 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N
3.1 CNA CVSSV3_1 8.6 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

>rivileges Required

Jser Interaction

3cope

Changed

Sonfidentiality


https://cve.report/
https://cve.report/CVE-2026-20224/mitre
https://cve.report/CVE-2026-20224/nist
https://cve.report/CVE-2026-20224/cve_org
https://cve.report/api/cve/CVE-2026-20224.json
https://cve.report/CVE-2026-20224.pdf

ntegrity

\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N

4 [
Source Vendor Product Version Platforms
CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.1.12 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.1 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.4 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.5 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.1.1.1 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 20.1.1 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.3.0 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.2 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.099 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.6 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.7 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.0 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.8 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.0.0 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.1.0 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.302 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.303 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.097 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.2.098 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 17.2.10 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.6.1 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 19.0.1a Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.2.0 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.3 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.4.1 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 17.2.8 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manager affected 18.3.3.1 Not specified
CNA Cisco Cisco Catalyst SD-WAN Manaaer affected 18.4.0 Not specified
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affected 18.3.1
affected 17.2.6
affected 17.2.9
affected 18.3.4
affected 17.2.5
affected 18.3.1.1
affected 18.3.5
affected 18.4.0.1
affected 18.3.3
affected 17.2.7
affected 17.2.4
affected 18.3.0
affected 19.2.3
affected 18.4.501_ES
affected 20.3.1
affected 20.1.2
affected 19.2.929
affected 19.2.31
affected 20.3.2
affected 19.2.32
affected 20.3.2_925
affected 20.3.2.1
affected 20.3.2.1_927
affected 18.4.6
affected 20.1.2_937
affected 20.4.1
affected 20.3.2_928
affected 20.3.2_929
affected 20.4.1.0.1
affected 20.3.2.1_930
affected 19.2.4
affected 20.5.0.1.1
affected 20.4.1.1
affected 20.3.3

affected 19.2.4.0.1
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affected 20.3.4.0.6

affected 20.6.2

affected 20.7.1EFT2

affected 20.3.4.0.9

affected 20.3.4.0.11

affected 20.4.2.0.4

affected 20.3.3.0.18

affected 20.7.1

affected 20.6.2.1

affected 20.3.4.1

affected 20.5.1.1

affected 20.4.2.1

affected 20.4.2.1.1

affected 20.3.4.1.1

affected 20.3.813

affected 20.3.4.0.19

affected 20.4.2.2.1

affected 20.5.1.2

affected 20.3.4.2

affected 20.3.814

affected 20.4.2.2

affected 20.6.2.2

affected 20.3.4.2.1

affected 20.7.1.1

affected 20.3.4.1.2

affected 20.6.2.2.2

affected 20.3.4.0.20

affected 20.6.2.2.3

affected 20.4.2.2.2

affected 20.3.5

affected 20.6.2.0.4

affected 20.4.2.2.3

affected 20.3.4.0.24

affected 20.6.2.2.7

affected 20.6.3
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NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Additional Advisory Data

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Exploits

CNA: The Cisco PSIRT is not aware of any public announcements or malicious use of the
vulnerabilities that are described in this advisory.
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