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Summary

CVE CVE-2026-2031

State PUBLISHED

Assigner GoogleCloud

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-15 16:16:14 UTC

Updated 2026-05-15 16:16:14 UTC

Description An Improper Access Control vulnerability in several internal API endpoints for Google Cloud Application Integration prior to 2026-01-23 allows a remote, unauthenticated attacker to disclose sensitive internal information and execute arbitrary code using specially crafted HTTP requests to inadvertently exposed internal API endpoints.

Risk And Classification

Primary CVSS: v4.0 10 CRITICAL from f45cbf4e-4146-4068-b7e1-655ffc2c548c

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:Cl
ear

EPSS: 0.003230000 probability, percentile 0.554830000 (date 2026-05-17)

Problem Types: CWE-862 | CWE-862 CWE-862 Missing Authorization

Version Source Type Score Severity Vector

4.0 f45cbf4e-4146-4068-b7e1-655ffc2c548c Secondary 10 CRITICAL CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H/E:X/C...

4.0 CNA CVSS 10 CRITICAL CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H/U:Clear

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

None

Privileges Required

None

https://cve.report/
https://cve.report/CVE-2026-2031/mitre
https://cve.report/CVE-2026-2031/nist
https://cve.report/CVE-2026-2031/cve_org
https://cve.report/api/cve/CVE-2026-2031.json
https://cve.report/CVE-2026-2031.pdf


CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:Cl
ear

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Google Cloud Internal Integration Platform APIs affected 2026-01-23 date Not specified

References

Reference Source Link Tags

docs.cloud.google.com/gemini/enterprise/docs/release-notes f45cbf4e-4146-4068-b7e1-655ffc2c548c docs.cloud.google.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Arvin Shivram (en)

Additional Advisory Data

Solutions

CNA: These APIs were intended for internal Google use and access has been restricted to
only authenticated Google employees. No action is required from external users.

There are currently no legacy QID mappings associated with this CVE.

User Interaction

None

Confidentiality

High

Integrity

High

Availability

High

Sub Conf.

High

Sub Integrity

High

Sub Availability

High

http://cve.report/vendor/Google_Cloud
http://cve.report/software/Google_Cloud/Internal_Integration_Platform_APIs
https://docs.cloud.google.com/gemini/enterprise/docs/release-notes#May_07_2026
https://www.cve.org/CVERecord?id=CVE-2026-2031
https://nvd.nist.gov/vuln/detail/CVE-2026-2031
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