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CVE CVE-2026-21367
State PUBLISHED
Assigner qualcomm

Source Priority =~ CVE Program / NVD first with legacy fallback

Published 2026-04-06 16:16:29 UTC
Updated 2026-04-08 21:06:45 UTC
Description Transient DOS when processing nonstandard FILS Discovery Frames with out-of-range action sizes during initial scans.

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.000310000 probability, percentile 0.087150000 (date 2026-04-13)
Problem Types: CWE-126 | CWE-126 CWE-126 Buffer Over-read

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
3.1 product-security@qualcomm.com Secondary 7.6 HIGH CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:C/C:H/I:H/A:H
3.1 CNA CVSS 7.6 HIGH CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:C/C:H/I:H/A:H

CVSS v3.1 Breakdown
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https://cve.report/
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https://cve.report/api/cve/CVE-2026-21367.json
https://cve.report/CVE-2026-21367.pdf

\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

J B

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Qualcomm  Ar8035 - All All All
Operating System Qualcomm  Ar8035 Firmware - All All All
Hardware Qualcomm  Cologne - All All All
Operating System Qualcomm  Cologne Firmware - All All All
Hardware Qualcomm  Csr8811 - All All All
Operating System Qualcomm  Csr8811 Firmware - All All All
Hardware Qualcomm  Fastconnect 6200 - All All All
Operating System Qualcomm Fastconnect 6200 Firmware - All All All
Hardware Qualcomm  Fastconnect 6700 - All All All
Operating System Qualcomm Fastconnect 6700 Firmware - All All All
Hardware Qualcomm  Fastconnect 6900 - All All All
Operating System Qualcomm Fastconnect 6900 Firmware - All All All
Hardware Qualcomm  Fastconnect 7800 - All All All
Operating System Qualcomm Fastconnect 7800 Firmware - All All All
Hardware Qualcomm  Fwa Gen 3 Ultra - All All All
Operating System Qualcomm  Fwa Gen 3 Ultra Firmware - All All All
Hardware Qualcomm G2 Gen 1 - All All All
Operating System Qualcomm G2 Gen 1 Firmware - All All All
Hardware Qualcomm  Immersive Home 214 Platform - All All All
Operating System Qualcomm  Immersive Home 214 Platform Firmware - All All All
Hardware Qualcomm  Immersive Home 216 Platform - All All All
Operating System Qualcomm  Immersive Home 216 Platform Firmware - All All All
Hardware Qualcomm  Immersive Home 316 Platform - All All All
Operating System Qualcomm  Immersive Home 316 Platform Firmware - All All All
Hardware Qualcomm  Immersive Home 318 Platform - All All All
Operating System Qualcomm  Immersive Home 318 Platform Firmware - All All All
Hardware Qualcomm Ipg5010 - All All All
Operating System Qualcomm  1pg5010 Firmware - All All All
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Vendor Declared Affected Products
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Source Vendor

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Product
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Snapdragon
Snapdragon
Snapdragon
Snapdragon
Snapdragon

Snapdragon

Version

affected AR8035

affected Cologne

affected CSR8811

affected FastConnect 6200
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affected FastConnect 6900
affected FastConnect 7800

affected FWA Gen 3 Ultra Platform
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affected G2 Gen 1

affected Immersive Home 214 Platform
affected Immersive Home 216 Platform
affected Immersive Home 316 Platform
affected Immersive Home 318 Platform
affected IPQ5010

affected IPQ5028

affected IPQ6000

affected IPQ6010

affected IPQ6018

affected IPQ8076

affected IPQ8078

affected IPQ9574

affected Milos

affected Netrani

affected Networking Pro 1200 Platform
affected Networking Pro 1210 Platform
affected Networking Pro 1610 Platform
affected Networking Pro 400 Platform
affected Networking Pro 600 Platform
affected Networking Pro 610 Platform
affected Networking Pro 800 Platform
affected Networking Pro 810 Platform
affected Orne

affected Palawan25

affected Pandeiro

affected QCA4024

affected QCA6391

affected QCA6698AU

affected QCA6777AQ

affected QCA6787AQ

affected QCA6797AQ

affected QCA8075

affected QCA8081

affected QCA8082

affected QCA8084
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affected QPA1086BD

affected QXM1093
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affected QXM1095
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affected SAR2130P

affected SC8380XP

affected SD 8 Gen1 5G

affected SM6650P

affected SM7435

affected SM7635P

affected SM7675

affected SM7675P
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affected SM8635

affected SM8635P

affected SM8650Q

affected SM8750P

affected Snapdragon 6 Gen 1 Mobile Platform
affected Snapdragon 6 Gen 3 Mobile Platform
affected Snapdragon 6 Gen 4 Mobile Platform
affected Snapdragon 7 Gen 1 Mobile Platform
affected Snapdragon 7+ Gen 2 Mobile Platform
affected Snapdragon 7s Gen 3 Mobile Platform
affected Snapdragon 8 Elite

affected Snapdragon 8 Elite Gen 5
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affected Snapdragon X75 5G Modem-RF System
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