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CVE CVE-2026-21378
State PUBLISHED
Assigner qualcomm

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-06 16:16:30 UTC
Updated 2026-04-08 20:53:42 UTC
Description Memory Corruption when accessing an output buffer without validating its size during IOCTL processing in a camera senso
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Primary CVSS: v3.1 7.8 HIGH from product-security@qualcomm.com
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
EPSS: 0.000130000 probability, percentile 0.019790000 (date 2026-04-13)
Problem Types: CWE-126 | CWE-126 CWE-126 Buffer Over-read

Version Source Type Score Severity  Vector
3.1 product-security@qualcomm.com Primary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSS 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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https://cve.report/
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https://cve.report/CVE-2026-21378/cve_org
https://cve.report/api/cve/CVE-2026-21378.json
https://cve.report/CVE-2026-21378.pdf
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CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H

[ ] v
NVD Known Affected Configurations (CPE 2.3)
Type Vendor Product Version Update Edition Language
Hardware Qualcomm  Aqt1000 - All All All
Operating System  Qualcomm  Agt1000 Firmware - All All All
Hardware Qualcomm  Cologne - All All All
Operating System  Qualcomm  Cologne Firmware - All All All
Hardware Qualcomm  Fastconnect 6200 - All All All
Operating System  Qualcomm  Fastconnect 6200 Firmware - All All All
Hardware Qualcomm  Fastconnect 6700 - All All All
Operating System  Qualcomm  Fastconnect 6700 Firmware - All All All
Hardware Qualcomm  Fastconnect 6800 - All All All
Operating System  Qualcomm  Fastconnect 6800 Firmware - All All All
Hardware Qualcomm  Fastconnect 6900 - All All All
Operating System  Qualcomm  Fastconnect 6900 Firmware - All All All
Hardware Qualcomm  Fastconnect 7800 - All All All
Operating System  Qualcomm  Fastconnect 7800 Firmware - All All All
Hardware Qualcomm  Qca0000 - All All All
Operating System  Qualcomm  Qca0000 Firmware - All All All
Hardware Qualcomm  Qca6391 - All All All
Operating System  Qualcomm  Qca6391 Firmware - All All All
Hardware Qualcomm  Qca6420 - All All All
Operating System  Qualcomm  Qca6420 Firmware - All All All
Hardware Qualcomm  Qca6430 - All All All
Operating System  Qualcomm  Qca6430 Firmware - All All All
Hardware Qualcomm  Qcmb5430 - All All All
Operating System  Qualcomm  Qcm5430 Firmware - All All All
Hardware Qualcomm  Qcm6490 - All All All
Operating System  Qualcomm  Qcm6490 Firmware - All All All
Hardware Qualcomm  Sc8380xp - All All All
Operating System  Qualcomm  Sc8380xp Firmware - All All All
Hardware Qualcomm  Sm6250 - All All All
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Operating System  Qualcomm  Xg101032 Firmware - All All All
Hardware Qualcomm  Xg101039 - All All All
Operating System  Qualcomm  Xg101039 Firmware - All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Qualcomm Inc.  Snapdragon affected AQT1000 Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected Cologne Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected FastConnect 6200 Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected FastConnect 6700 Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected FastConnect 6800 Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected FastConnect 6900 Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected FastConnect 7800 Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected QCA0000 Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected QCA6391 Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected QCA6420 Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected QCA6430 Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected QCM5430 Snapdragon Compute, Snapc
CNA Qualcomm Inc.  Snapdragon affected QCM6490 Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected Qualcomm Video Collaboration VC3 Platform Snapdragon Compute, Snapc
CNA Qualcomm Inc.  Snapdragon affected SC8380XP Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected SM6250 Snapdragon Compute, Snapc
CNA Qualcomm Inc.  Snapdragon affected Snapdragon 460 Mobile Platform Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected Snapdragon 662 Mobile Platform Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected Snapdragon 7¢c Compute Platform Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected Snapdragon 7¢ Gen 2 Compute Platform "Rennell Pro" Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected Snapdragon 7c+ Gen 3 Compute Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected Snapdragon 8c Compute Platform "Poipu Lite" Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected Snapdragon 8cx Compute Platform Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected Snapdragon 8cx Gen 2 5G Compute Platform "Poipu Pro"  Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected Snapdragon 8cx Gen 3 Compute Platform Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected Snapdragon AR1 Gen 1 Platform Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected WCD9340 Snapdragon Compute, Snapc
CNA Qualcomm Inc.  Snapdragon affected WCD9341 Snapdragon Compute, Snapt
CNA Qualcomm Inc.  Snapdragon affected WCD9370 Snapdragon Compute, Snapc
CNA Qualcomm Inc.  Snapdragon affected WCD9375 Snapdragon Compute, Snapt
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CVE Program record

NVD vulnerability detail

docs.qualcomm.com/product/publicresources/securitybulletin/april-2026-bulletin....

Link

product-security@qualcomm.com docs.qualcomm.com

WWW.CVe.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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