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MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2026-21618
State PUBLISHED
Assigner EEF

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-01-19 15:15:50 UTC
Updated 2026-04-06 17:17:06 UTC
Description Improper Neutralization of Input During Web Page Generation (XSS or 'Cross-site Scripting') vulnerability in hexpm hexpm/

1 | 0|
Primary CVSS: v4.0 8.5 HIGH from 6b3ad84c-e1a6-4bf7-a703-f496b71e49db

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:-A/NC:H/VI:H/VA:N/SC:L/SI:L/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MV X XIMVA:X/MSC:X/MSIXIMSA:X/S :X/AU:X/R:X/V X/RE:X/U:X

Problem Types: CWE-79 | CWE-79 CWE-79 Improper Neutralization of Input During Web
Page Generation (XSS or 'Cross-site Scripting')

Version Source Type Score Severity Vector

4.0 6b3ad84c-e1a6-4bf7-a703-f496b71e49db  Secondary 8.5 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/NC:H/VI:H/VA:
4.0 CNA CVSS 8.5 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:A/NC:H/VI:H/VA:
3.1 nvd@nist.gov Primary 6.1 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AN

‘ | )

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

\ttack Requirements

’rivileges Required

Jser Interaction


https://cve.report/
https://cve.report/CVE-2026-21618/mitre
https://cve.report/CVE-2026-21618/nist
https://cve.report/CVE-2026-21618/cve_org
https://cve.report/CVE-2026-21618.pdf

Sonfidentiality

N

u.

ub Integrity

Low

sub Availability

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:-A/NC:H/VI:H/VA:N/SC:L/SI:L/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MV I X/MVA:X/MSC:X/MSI:X/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

’rivileges Required

Jser Interaction

scope

Changed

Sonfidentiality
teari

ntegrity

\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

il il

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hex Hexpm All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Hexpm Hexpm  affected 617e44¢71f1dd9043870205f371d375¢5¢c4d886d c692438684ead90c3bcbfb9cci4e63c768c668a8 git


http://cve.report/vendor/hex
http://cve.report/software/hex/hexpm
http://cve.report/vendor/hexpm
http://cve.report/software/hexpm/hexpm

CNA Hexpm Hex.pm affected 2025-10-01 2026-01-19 date

4]

References

Reference Source
osv.dev/vulnerability/EEF-CVE-2026-21618 6b3ad84c-e1a6-4bf7-a703-1496b71e49db
github.com/hexpm/hexpm/commit/c692438684ead90c3bcbfb9ccf4e63c768c668a8 6b3ad84c-e1a6-4bf7-a703-f496b71e49db
github.com/hexpm/hexpm/security/advisories/GHSA-6cw9-5gg4-rhpj 6b3ad84c-e1a6-4bf7-a703-f496b71e49db
cna.erlef.org/cves/CVE-2026-21618.html 6b3ad84c-e1a6-4bf7-a703-f496b71e49db
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1]

Link
osv.dev
github.com
github.com
cna.erlef.org

WWW.CVE.Or

nvd.nist.gov

Vendor Comments And Credit

Discovery Credit
CNA: Joud Zakharia / zentrust partners GmbH (en)

CNA: Jonatan Mannchen / EEF (en)

CNA: Eric Meadows-Jénsson / Hex.pm (en)

There are currently no legacy QID mappings associated with this CVE.
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