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CVE CVE-2026-21643
State PUBLISHED
Assigner fortinet

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-02-06 09:15:49 UTC
Updated 2026-03-30 13:16:22 UTC
Description An improper neutralization of special elements used in an sgl command ('sqgl injection') vulnerability in Fortinet FortiClientEN

Risk And Classification

|L

Primary CVSS: v3.1 9.8 CRITICAL from psirt@fortinet.com
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
EPSS: 0.000510000 probability, percentile 0.157900000 (date 2026-04-01)

Problem Types: CWE-89 | CWE-89 Execute unauthorized code or commands

Version Source Type Score Severity Vector
3.1 psirt@fortinet.com Secondary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSsSs 9.1 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C
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https://cve.report/
https://cve.report/CVE-2026-21643/mitre
https://cve.report/CVE-2026-21643/nist
https://cve.report/CVE-2026-21643/cve_org
https://cve.report/CVE-2026-21643.pdf
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fortinet Forticlientems All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Fortinet FortiClientEMS affected 7.4.4 Not specified

References

Reference Source Link

github.com/0xBlackash/CVE-2026-21643/blob/main/cve-2026-21643.py  134c704f-9b21-4f2e-91b3-4a467353bccO0  github.com

fortiguard.fortinet.com/psirt/FG-IR-25-1142 psirt@fortinet.com fortiguard.fortinet.com
CVE Program record CVE.ORG Www.cve.org
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No vendor comments have been submitted for this CVE.

Additional Advisory Data

Solutions

CNA: Upgrade to upcoming FortiClientEMS version 8.0.0 or above Upgrade to
FortiClientEMS version 7.4.5 or above

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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