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CVE Program / NVD first with legacy fallback
2026-03-30 20:16:19 UTC

2026-04-01 14:24:21 UTC

A memory leak occurs in Node.js HTTP/2 servers when a client sends WINDOW_UPDATE frames on stream 0 (connectior

| 1|

Risk And Classification

Primary CVSS: v3.0 5.3 MEDIUM from support@hackerone.com
CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:N/I:N/A:L

EPSS: 0.000140000 probability, percentile 0.023130000 (date 2026-04-01)

Problem Types: CWE-401 | CWE-401 CWE-401 Missing Release of Memory after Effective

Lifetime
Version  Source Type Score  Severity Vector
3.0 support@hackerone.com Secondary 5.3 MEDIUM CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L
3.0 CNA DECLARED 53 MEDIUM CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

CVSS v3.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-21714/mitre
https://cve.report/CVE-2026-21714/nist
https://cve.report/CVE-2026-21714/cve_org
https://cve.report/CVE-2026-21714.pdf

ntegrity

\vailability

Low

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L

4l [ ]
Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Nodejs Node affected 20.20.1 20.20.1 semver Not specified
CNA Nodejs Node affected 22.22.1 22.22.1 semver Not specified
CNA Nodejs Node affected 24.14.0 24.14.0 semver Not specified
CNA Nodejs Node affected 25.8.1 25.8.1 semver Not specified

Reference Source Link Tags
nodejs.org/en/blog/vulnerability/march-2026-security-releases support@hackerone.com nodejs.org

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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