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CVE CVE-2026-21876
State PUBLISHED
Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-01-08 14:15:57 UTC
Updated 2026-04-09 16:16:26 UTC
Description The OWASP core rule set (CRS) is a set of generic attack detection rules for use with compatible web application firewalls.
1 | 0|

Risk And Classification |

Primary CVSS: v3.1 5.3 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N

Problem Types: CWE-794 | CWE-794 CWE-794: Incomplete Filtering of Multiple Instances
of Special Elements

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
3.1 security-advisories@github.com Secondary 9.3 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:L/A:N
3.1 CNA DECLARED 9.3 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:L/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Owasp Owasp Modsecurity Core Rule Set All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Coreruleset Coreruleset affected < 4.22.0 Not specified

CNA Coreruleset Coreruleset affected < 3.3.8 Not specified

Reference Source Link

github.com/daytriftnewgen/CVE-2026-21876 134c704f-9b21-4f2e-91b3-4a467353bccO0  github.com

github.com/coreruleset/coreruleset/releases/tag/v3.3.8 security-advisories@github.com github.com

github.com/coreruleset/coreruleset/releases/tag/v4.22.0 security-advisories@github.com github.com

github.com/coreruleset/coreruleset/security/advisories/GHSA-36fv-25j3-r2c5 security-advisories@github.com github.com

github.com/coreruleset/coreruleset/commit/9917985de09a6¢f38b3261faf9105e...  security-advisories@github.com github.com

github.com/coreruleset/coreruleset/commit/80d80473abf71bd49bf6d3c1ab221e... security-advisories@github.com github.com

CVE Program record CVE.ORG WWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov
4] [ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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