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CVE CVE-2026-21932
State PUBLISHED
Assigner oracle

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-01-20 22:15:55 UTC
Updated 2026-05-12 13:17:31 UTC
Description Vulnerability in the Oracle Java SE, Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition product of Oracle Java SE

K i)
Risk And Classification

Primary CVSS: v3.1 7.4 HIGH from secalert_us@oracle.com
CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:H/A:N
EPSS: 0.000320000 probability, percentile 0.094800000 (date 2026-05-12)

Problem Types: NVD-CWE-noinfo | Easily exploitable vulnerability allows unauthenticated
attacker with network access via multiple protocols to compromise Oracle Java SE, Oracle
GraalVM for JDK, Oracle GraalVM Enterprise Edition. Successful attacks require human
interaction from a person other than the attacker and while the vulnerability is in Oracle Java
SE, Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition, attacks may significantly
impact additional products (scope change). Successful attacks of this vulnerability can result
in unauthorized creation, deletion or modification access to critical data or all Oracle Java SE,
Oracle GraalVM for JDK, Oracle GraalVM Enterprise Edition accessible data. | CWE-noinfo
Not enough information

Version  Source Type Score  Severity  Vector
3.1 secalert_us@oracle.com Secondary 7.4 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:H/A:N
3.1 CNA DECLARED 7.4 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:H/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Graalvm 21.3.16 All All All
Application Oracle Graalvm For Jdk 17.0.17 All All All
Application Oracle Graalvm For Jdk 21.0.9 All All All
Application Oracle Jdk 1.8.0 update471 All All
Application Oracle Jdk 1.8.0 update471 All All
Application Oracle Jdk 1.8.0 update471_b50 All All
Application Oracle Jdk 11.0.29 All All All
Application Oracle Jdk 17.0.17 All All All
Application Oracle Jdk 21.0.9 All All All
Application Oracle Jdk 25.0.1 All All All
Application Oracle Jre 1.8.0 update471 All All
Application Oracle Jre 1.8.0 update471 All All
Application Oracle Jre 1.8.0 update471_b50 All All
Application Oracle Jre 11.0.29 All All All
Application Oracle Jre 17.0.17 All All All
Application Oracle Jre 21.0.9 All All All
Application Oracle Jre 25.0.1 All All All

Source Vendor Product Version Platforms
CNA Oracle Corporation Oracle Java SE affected 8u471 Not specified
CNA Oracle Corporation Oracle Java SE affected 8u471-b50 Not specified
CNA Oracle Cornoration Oracle .lava SF affected 811471 -nerf Not snecified
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CNA Oracle Corporation Oracle Java SE affected 11.0.29 Not specified

CNA Oracle Corporation Oracle Java SE affected 17.0.17 Not specified

CNA Oracle Corporation Oracle Java SE affected 21.0.9 Not specified

CNA Oracle Corporation Oracle Java SE affected 25.0.1 Not specified

CNA Oracle Corporation Oracle GraalVM For JDK affected 17.0.17 Not specified

CNA Oracle Corporation Oracle GraalVM For JDK affected 21.0.9 Not specified

CNA Oracle Corporation Oracle GraalVM Enterprise Edition affected 21.3.16 Not specified

ADP Siemens SIMATIC CN 4100 affected V5.0 custom Not specified
Reference Source Link Tags
www.oracle.com/security-alerts/cpujan2026.html secalert_us@oracle.com www.oracle.com Vendor Ac

cert-portal.siemens.com/productcert/html/ssa-032379.html  0b142b55-0307-4c5a-b3c9-f314f3fb7c5e  cert-portal.siemens.com

CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
< s |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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