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Summary

CVE CVE-2026-22561

State PUBLISHED

Assigner hackerone

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-31 16:16:28 UTC

Updated 2026-04-01 14:24:02 UTC

Description Uncontrolled search path elements in Anthropic Claude for Windows installer (Claude Setup.exe) versions prior to 1.1.3363 allow local privilege escalation via DLL search-order hijacking. The installer loads DLLs (e.g., profapi.dll) from its own directory after UAC elevation, enabling arbitrary code execution if a malicious DLL is planted alongside the installer.

Risk And Classification

Primary CVSS: v4.0 4.7 MEDIUM from support@hackerone.com

CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:P/VC:N/VI:N/VA:N/SC:H/SI:H/SA:H/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.000140000 probability, percentile 0.025850000 (date 2026-04-01)

Version Source Type Score Severity Vector

4.0 support@hackerone.com Secondary 4.7 MEDIUM CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:P/VC:N/VI:N/VA:N/SC:H/SI:H/SA:H/E:X/C...

4.0 CNA DECLARED 4.7 MEDIUM CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:P/VC:N/VI:N/VA:N/SC:H/SI:H/SA:H

CVSS v4.0 Breakdown

Attack Vector

Local

Attack Complexity

Low

Attack Requirements

None

Privileges Required

Low

User Interaction

Passive

Confidentiality

None

Integrity

None

https://cve.report/
https://cve.report/CVE-2026-22561/mitre
https://cve.report/CVE-2026-22561/nist
https://cve.report/CVE-2026-22561/cve_org
https://cve.report/CVE-2026-22561.pdf


CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:P/VC:N/VI:N/VA:N/SC:H/SI:H/SA:H/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Anthropic Claude Desktop - Windows affected 1.1.3363 semver Not specified

References

Reference Source Link Tags

trust.anthropic.com/resources support@hackerone.com trust.anthropic.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Kazuma Matsumoto, a security reseaercher at GMO Cybersecurity by IERAE, Inc (en)

There are currently no legacy QID mappings associated with this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

None

Availability

None

Sub Conf.

High

Sub Integrity

High

Sub Availability

High

http://cve.report/vendor/Anthropic
http://cve.report/software/Anthropic/Claude_Desktop_-_Windows
https://trust.anthropic.com/resources?s=1cvig6ldp3zvuj1yffzr11&name=cve-2026-22561-dll-search-order-hijacking-in-claude-for-windows-installer
https://www.cve.org/CVERecord?id=CVE-2026-22561
https://nvd.nist.gov/vuln/detail/CVE-2026-22561
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
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