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CVE CVE-2026-22597
State PUBLISHED
Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-01-10 03:15:50 UTC
Updated 2026-04-29 01:00:01 UTC
Description Ghost is a Node.js content management system. In versions 5.38.0 through 5.130.5 and 6.0.0 through 6.10.3, a vulnerabilit
1 | i

Risk And Classification

Primary CVSS: v4.0 5.1 MEDIUM from security-advisories@github.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:N/VI:N/VA:N/SC:L/SIN/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIX/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-918 | CWE-918 CWE-918: Server-Side Request Forgery (SSRF)

Version Source Type Score Severity Vector
4.0 security-advisories@github.com Secondary 5.1 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:N/VI:N/VA:N/SC:L/¢
4.0 CNA DECLARED 5.1 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:N/VI:N/VA:N/SC:L/¢
3.1 nvd@nist.gov Primary 2.7 LOW CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N
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CVSS v4.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-22597/mitre
https://cve.report/CVE-2026-22597/nist
https://cve.report/CVE-2026-22597/cve_org
https://cve.report/api/cve/CVE-2026-22597.json
https://cve.report/CVE-2026-22597.pdf

3ub Availability

CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:N/VI:N/VA:N/SC:L/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X
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CVSS v3.1 Breakdown
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CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ghost Ghost All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA TryGhost Ghost affected >= 6.0.0, < 6.11.0 Not specified

CNA TryGhost Ghost affected >= 5.38.0, < 5.130.6 Not specified



http://cve.report/vendor/ghost
http://cve.report/software/ghost/ghost
http://cve.report/vendor/TryGhost
http://cve.report/software/TryGhost/Ghost
http://cve.report/vendor/TryGhost
http://cve.report/software/TryGhost/Ghost

References

Reference Source Link Tags
github.com/TryGhost/Ghost/security/advisories/GHSA-vmc4-9828-r48r security-advisories@github.com  github.com Patct
github.com/TryGhost/Ghost/commit/15d49131ff4aac3aca8642501c793f01f2bfcbb9  security-advisories@github.com  github.com Patct

github.com/TryGhost/Ghost/commit/93add549ccf079d8e28bdb724fbb71a76942ff51  security-advisories@github.com  github.com Patct
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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