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Summary

CVE CVE-2026-22683

State PUBLISHED

Assigner VulnCheck

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-07 17:16:27 UTC

Updated 2026-04-07 17:16:27 UTC

Description Windmill versions 1.56.0 through 1.614.0 contain a missing authorization vulnerability that allows users with the Operator role to perform prohibited entity creation and modification actions via the backend API. Although Operators are documented and priced as unable to create or modify entities, the API does not enforce the Operator restriction on workspace endpoints, allowing an Operator to create and update scripts, flows, apps, and raw_apps. Since Operators can also execute scripts via the jobs API, this allows direct privilege escalation to remote code execution within the Windmill deployment. This vulnerability has existed since the introduction of the Operator role in version 1.56.0.

Risk And Classification

Primary CVSS: v4.0 8.7 HIGH from disclosure@vulncheck.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-862 | CWE-862 CWE-862 Missing Authorization

Version Source Type Score Severity Vector

4.0 disclosure@vulncheck.com Secondary 8.7 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/C...

4.0 CNA CVSS 8.7 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N

3.1 disclosure@vulncheck.com Primary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

3.1 CNA CVSS 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

None

Privileges Required

Low

User Interaction

None

https://cve.report/
https://cve.report/CVE-2026-22683/mitre
https://cve.report/CVE-2026-22683/nist
https://cve.report/CVE-2026-22683/cve_org
https://cve.report/api/cve/CVE-2026-22683.json
https://cve.report/CVE-2026-22683.pdf


CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Windmill Labs Windmill CE Community Edition affected 1.56.0 1.614.0 semver Not specified

CNA Windmill Labs Windmill CE Community Edition unaffected 1.615.0 Not specified

CNA Windmill Labs Windmill EE Enterprise Edition affected 1.56.0 1.614.0 semver Not specified

CNA Windmill Labs Windmill EE Enterprise Edition unaffected 1.615.0 Not specified

None

Confidentiality

High

Integrity

High

Availability

High

Sub Conf.

None

Sub Integrity

None

Sub Availability

None

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

High

http://cve.report/vendor/Windmill_Labs
http://cve.report/software/Windmill_Labs/Windmill_CE_Community_Edition
http://cve.report/vendor/Windmill_Labs
http://cve.report/software/Windmill_Labs/Windmill_CE_Community_Edition
http://cve.report/vendor/Windmill_Labs
http://cve.report/software/Windmill_Labs/Windmill_EE_Enterprise_Edition
http://cve.report/vendor/Windmill_Labs
http://cve.report/software/Windmill_Labs/Windmill_EE_Enterprise_Edition


CNA Nextcloud Flow affected 1.0.0 1.3.1 semver Not specified

References

Reference Source Link Tags

github.com/Chocapikk/Windfall disclosure@vulncheck.com github.com

www.windmill.dev disclosure@vulncheck.com www.windmill.dev

apps.nextcloud.com/apps/flow/releases disclosure@vulncheck.com apps.nextcloud.com

github.com/windmill-labs/windmill/commit/c621a74804f4f6e8318819c01e3a23a... disclosure@vulncheck.com github.com

chocapikk.com/posts/2026/windfall-nextcloud-flow-windmill-rce disclosure@vulncheck.com chocapikk.com

github.com/windmill-labs/windmill/releases/tag/v1.615.0 disclosure@vulncheck.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Valentin Lobstein (Chocapikk) (en)

There are currently no legacy QID mappings associated with this CVE.
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