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Summary

CVE CVE-2026-22692

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-14 17:16:28 UTC

Updated 2026-04-14 17:16:28 UTC

Description October is a Content Management System (CMS) and web platform. Versions prior to 3.7.13 and versions 4.0.0 through 4.1.4 contain a sandbox bypass vulnerability in the optional Twig safe mode feature (CMS_SAFE_MODE). Certain methods on the collect() helper were not properly restricted, allowing authenticated users with template editing permissions to bypass sandbox protections. Exploitation requires authenticated backend access with CMS template editing permissions and only affects installations with CMS_SAFE_MODE enabled (disabled by default). This issue has been fixed in versions 3.7.13 and 4.1.5. To workaround this issue, users can disable CMS_SAFE_MODE if untrusted template editing is not required, and restrict CMS template editing permissions to fully trusted administrators only.

Risk And Classification

Primary CVSS: v3.1 4.9 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

EPSS: 0.000120000 probability, percentile 0.017330000 (date 2026-04-15)

Problem Types: CWE-284 | CWE-693 | CWE-693 CWE-693: Protection Mechanism Failure |
CWE-284 CWE-284: Improper Access Control

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 4.9 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

3.1 CNA DECLARED 4.9 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

High

User Interaction

None

Scope

Unchanged

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-22692/mitre
https://cve.report/CVE-2026-22692/nist
https://cve.report/CVE-2026-22692/cve_org
https://cve.report/api/cve/CVE-2026-22692.json
https://cve.report/CVE-2026-22692.pdf


CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Octobercms October affected < 3.7.13 Not specified

CNA Octobercms October affected >= 4.0.0, < 4.1.5 Not specified

References

Reference Source Link Tags

github.com/octobercms/october/security/advisories/GHSA-m5qg-jc75-4jp6 security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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High

Integrity

None

Availability
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