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Summary

CVE CVE-2026-22886

State PUBLISHED

Assigner eclipse

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-03 10:16:06 UTC

Updated 2026-04-02 20:27:34 UTC

Description OpenMQ exposes a TCP-based management service (imqbrokerd) that by default requires authentication. However, the product ships with a default administrative account (admin/ admin) and does not enforce a mandatory password change on first use. After the first successful login, the server continues to accept the default password indefinitely without warning or enforcement. 

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from emo@eclipse.org

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.001980000 probability, percentile 0.418790000 (date 2026-04-02)

Problem Types: CWE-1391 | CWE-1392 | CWE-1393 | CWE-1392 CWE-1392 Use of
Default Credentials | CWE-1393 CWE-1393 Use of Default Password | CWE-1391 CWE-1391
Use of Weak Credentials

Version Source Type Score Severity Vector

3.1 emo@eclipse.org Secondary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

3.1 CNA CVSS 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

High

https://cve.report/
https://cve.report/CVE-2026-22886/mitre
https://cve.report/CVE-2026-22886/nist
https://cve.report/CVE-2026-22886/cve_org
https://cve.report/CVE-2026-22886.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Elipse Openmq All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Eclipse Foundation Eclipse OpenMQ affected Not specified

References

Reference Source Link Tags

gitlab.eclipse.org/security/cve-assignment/-/issues/85 emo@eclipse.org gitlab.eclipse.org Vendor Advisory, Issue Tracking

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Camilo G. AkA Dedalo (DeepSecurity Perú) (en)

There are currently no legacy QID mappings associated with this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

High

Integrity

High

Availability

High

http://cve.report/vendor/elipse
http://cve.report/software/elipse/openmq
http://cve.report/vendor/Eclipse_Foundation
http://cve.report/software/Eclipse_Foundation/Eclipse_OpenMQ
https://gitlab.eclipse.org/security/cve-assignment/-/issues/85
https://www.cve.org/CVERecord?id=CVE-2026-22886
https://nvd.nist.gov/vuln/detail/CVE-2026-22886
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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