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CVE CVE-2026-23095
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-02-04 17:16:20 UTC
Updated 2026-04-03 14:16:22 UTC
Description In the Linux kernel, the following vulnerability has been resolved: gue: Fix skb memleak with inner IP protocol 0. syzbot rept
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Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-401

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 55 MEDIUM  CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
3.1 416baaa9-dc9f-4396-8d5f-8c081fb06d67  Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
3.1 CNA DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

’rivileges Required

Low

Jser Interaction

3cope

Unchanged

>onfidentiality

ntegrity


https://cve.report/
https://cve.report/CVE-2026-23095/mitre
https://cve.report/CVE-2026-23095/nist
https://cve.report/CVE-2026-23095/cve_org
https://cve.report/CVE-2026-23095.pdf

\vailability

CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 37dd0247797b168ad1cc7f5dbec825a1ee66535b 8861186328b718400dbf79e1bc8cbcbd710ab766 git
CNA Linux Linux affected 37dd0247797b168ad1cc7f5dbec825a1ee66535b 380a82d36e37db49fd41ecc378c22fd29392e96a git
CNA Linux Linux affected 37dd0247797b168ad1cc7f5dbec825a1ee66535b 536f5bbc322eb1e175bdd1ced22b236a951c4d8f gif
CNA Linux Linux affected 37dd0247797b168ad1cc7f5dbec825a1ee66535b 187b9b7a618c82e7465e872eb10e14c803871892 g
CNA Linux Linux affected 37dd0247797b168ad1cc7f5dbec825a1ee66535b ce569b389a5¢c78d64788a5ea94560e17fa574b35 g
CNA Linux Linux affected 37dd0247797b168ad1cc7f5dbec825a1ee66535b 5437a279804ced8088cabb945dba88a26d828f8c g
CNA Linux Linux affected 37dd0247797b168ad1cc7f5dbec825a1ee66535b 9a56796ad258786d3624eef5aefba394fcObdded git
CNA Linux Linux affected 3.18

CNA Linux Linux unaffected 3.18 semver

CNA Linux Linux unaffected 5.10.249 5.10.* semver

CNA Linux Linux unaffected 5.15.199 5.15.* semver

CNA Linux Linux unaffected 6.1.162 6.1.* semver

CNA Linux Linux unaffected 6.6.122 6.6. semver

CNA Linux Linux unaffected 6.12.68 6.12.* semver

CNA Linux Linux unaffected 6.18.8 6.18.* semver

CNA Linux Linux unaffected 6.19 * original_commit_for_fix
| J |
Reference Source Link Tags

git.kernel.org/stable/c/536f5bbc322eb1e175bdd1ced22b236a951c4d8f  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/5437a279804ced8088cabb945dba88a26d828f8c  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/380a82d36e37db49fd41ecc378c22fd29392e96a  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/9a56796ad258786d3624eef5aefba394fcObdded  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/f87b9b7a618c82e7465e872eb10e14c803871892 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch

git.kernel.org/stable/c/886f186328b718400dbf79e1bc8cbcbd710ab766  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
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git.kernel.org/stable/c/ce569b389a5¢c78d64788a5ea94560e17fa574b35 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch

CVE Program record CVE.ORG WWWw.cve.org  canonic

NVD vulnerability detail NVD nvd.nist.gov  canonic
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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