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CVE CVE-2026-2311
State PUBLISHED
Assigner ibm

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-30 22:16:25 UTC
Updated 2026-04-30 22:16:25 UTC
Description IBMi7.6,7.5,7.4,7.3,and 7.2 s vulnerable to privilege escalation caused by an invalid IBM i Web Administration GUI auth

Risk And Classification |

Primary CVSS: v3.1 6.4 MEDIUM from psirt@us.ibm.com
CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H

Problem Types: CWE-284 | CWE-284 CWE-284 Improper Access Control

Version Source Type Score Severity Vector
3.1 psirt@us.ibm.com Primary 6.4 MEDIUM CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/AH
3.1 CNA CVSS 6.4 MEDIUM CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H
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https://cve.report/
https://cve.report/CVE-2026-2311/mitre
https://cve.report/CVE-2026-2311/nist
https://cve.report/CVE-2026-2311/cve_org
https://cve.report/api/cve/CVE-2026-2311.json
https://cve.report/CVE-2026-2311.pdf

\vailability

CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H

Vendor Declared Affected Products

|L

Source Vendor Product Version Platforms

CNA IBM | affected 7.6.0 2.3.0 semver Not specified
CNA IBM | affected 7.5.0 Not specified
CNA IBM | affected 7.4.0 Not specified
CNA IBM | affected 7.3.0 Not specified
CNA IBM | affected 7.2.0 Not specified

Reference Source Link Tags
www.ibm.com/support/pages/node/7269560 psirt@us.ibm.com www.ibm.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

| Additional Advisory Data

Solutions

CNA: IBM strongly recommends addressing the vulnerability now. IBM i Release5770-DG1
PTF Number(s)PTF Download Link(s)7.6SJ08417 https://www.ibm.com/mysupport/s/fix-
information?legacy=SJ08417 7.5SJ08418 https://www.ibm.com/mysupport/s/fix-information?
legacy=SJ08418 7.4SJ08419 https://www.ibm.com/mysupport/s/fix-information?
legacy=SJ08419 7.3SJ08604 https://www.ibm.com/mysupport/s/fix-information?
legacy=SJ08604 7.2S5J08818 https://www.ibm.com/mysupport/s/fix-information?
legacy=SJ08818 IBM recommends users running unsupported versions of affected products
upgrade to a supported and fixed version of affected products.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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