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CVE CVE-2026-23139
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-02-14 16:15:53 UTC
Updated 2026-04-03 14:16:24 UTC
Description In the Linux kernel, the following vulnerability has been resolved: neffilter: nf_conncount: update last_gc only when GC has
1 | |

Risk And Classification |

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: NVD-CWE-noinfo

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 5.5 MEDIUM  CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
3.1 416baaa9-dc9f-4396-8d5f-8c081fb06d67 Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
3.1 CNA DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-23139/mitre
https://cve.report/CVE-2026-23139/nist
https://cve.report/CVE-2026-23139/cve_org
https://cve.report/CVE-2026-23139.pdf
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CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected f106694733c66a48740c25bcde212e9b2eal364ce 2¢7c71113ed6d3e2f3acadc088f22283016ff34f git
CNA Linux Linux affected be69850b461e7b491d87a22e33ab76fdd04b725e c4cde57c8affdccabbeff53a1047e15d268bdcal git
CNA Linux Linux affected d265929930e2ffafc744c0ae05fb70acd53be1ee 9f45588993d7115280fc726119ca86fba32a811 git
CNA Linux Linux affected d265929930e2ffafc744c0ae05fb70acd53belee 3cd717359e56f82f06cbf8279b47a7d79880c6f3 git
CNA Linux Linux affected d265929930e2ffafc744c0ae05fb70acd53be1ee 26a82dce2beee39c43c109d9647e16f49cb02a35 git
CNA Linux Linux affected d265929930e2ffafc744c0ae05fb70acd53be1ee 8bdafdf4900040a81422056cabe5e00a37bd101a git
CNA Linux Linux affected d265929930e2ffafc744c0ae05fb70acd53be1ee 7811ba452402d58628e68faedf38745b3d485e3c¢ git
CNA Linux Linux affected 5.19

CNA Linux Linux unaffected 5.19 semver

CNA Linux Linux unaffected 6.1.161 6.1.* semver

CNA Linux Linux unaffected 6.6.121 6.6.* semver

CNA Linux Linux unaffected 6.12.66 6.12.* semver

CNA Linux Linux unaffected 6.18.6 6.18.* semver

CNA Linux Linux unaffected 6.19 * original_commit_for_fix
<
Reference Source Link Tags

git.kernel.org/stable/c/2c7¢71113ed6d3e2f3aca4c088f22283016ff34f 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/8bdafdf4900040a81422056cabe5e00a37bd101a  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/7811ba452402d58628e68faedf38745b3d485e3c  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/9f45588993d7f115280fc726119ca86fba32a811 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/26a82dce2beee39c43c109d9647e16f49cb02a35  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/3cd717359e56f82f06cbf8279b47a7d79880c6f3 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/c4cde57c8affdccabbceff53a1047e15d268bdcat 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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