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CVE-2026-23155

PUBLISHED

Linux

CVE Program / NVD first with legacy fallback
2026-02-14 16:15:55 UTC

2026-04-18 09:16:14 UTC

In the Linux kernel, the following vulnerability has been resolved: can: gs_usb: gs_usb_receive_bulk_callback(): fix error me
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Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.000150000 probability, percentile 0.032510000 (date 2026-04-21)
Problem Types: CWE-476

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Low

Jser Interaction

3cope

Unchanged

>onfidentiality

ntegrity

\vailability

CN/QK:-R /ANl /AC1 /PRI /1 H-N/K-11/C:*NI/1'NI/A-H


https://cve.report/
https://cve.report/CVE-2026-23155/mitre
https://cve.report/CVE-2026-23155/nist
https://cve.report/CVE-2026-23155/cve_org
https://cve.report/api/cve/CVE-2026-23155.json
https://cve.report/CVE-2026-23155.pdf
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NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition
Linux Linux Kernel 6.12.68 All All
Linux Linux Kernel 6.18.8 All All
Linux Linux Kernel 6.19 rc7 All
Linux Linux Kernel 6.6.122 All All

Language

All

All

All

All

Vendor Declared Affected Products

Source Vendor
CNA Linux
CNA Linux
CNA Linux
CNA Linux
CNA Linux
CNA Linux
CNA Linux
CNA Linux
CNA Linux
4]

Product

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Version

affected da01de754e455e2598a7f1ce4ff2078c4f0ecde1 7a431df418eebb79841e0b4c7c265a791e3d0a75 git

affected aa8a8866c533a150be4763bch27993603bd5426¢ aed58a28ea71a0d7d0947190fab1e3f4daald4as g

affected ce4352057fc5a986¢76ece90801b9755e7c6e56¢ 923379f1d7e3af8ccbf11edbbef41f1bb3e9cfeb git

affected c610b550ccc0438d456dfe1df9f4f36254ccaae3 8986cdf52{86208df9c7887fee23365b5d37da26 git

affected c3edc14da81a8d8398682f6e4ab819f09f37c0b7 713ba826ae114ab339c9ai1b31e209bebdadblac9 gi

affected 79a6d1bfe1148bc921b8d7{3371a7fbce44e30f7 494fc029f662¢c331e06b7¢c2031deff3c64200eed git

affected 6.6.122 6.6.123 semver

affected 6.12.68 6.12.69 semver

affected 6.18.8 6.18.9 semver
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CVE Program record

NVD vulnerability detail

Source

git.kernel.org/stable/c/8986cdf52{86208dfIc7887fee23365b5d37da26 416baaa9-dc9f-4396-8d5f-8c081fb06d67
git.kernel.org/stable/c/923379f1d7e3af8ccbf11edbbcf41f1bb3e9cfe6 416baaa9-dc9f-4396-8d5f-8c081fb06d67
git.kernel.org/stable/c/494fc029f662c331e06b7c2031deff3c64200eed 416baaa9-dc9f-4396-8d5f-8c081fb06d67
git.kernel.org/stable/c/aed58a28ea71a0d7d0947190fab1e3f4daaid4ab 416baaa9-dc9f-4396-8d5f-8c081fb06d67
git.kernel.org/stable/c/7a431df418ee6b79841e0b4c7c265a791e3d0a75  416baaa9-dc9f-4396-8d5f-8c081fb06d67

git.kernel.org/stable/c/713ba826ae114ab339c9a1b31e209bebdadb0ac9 416baaa9-dc9f-4396-8d5f-8c081fb06d67

CVE.ORG

NVD

Link

git.kernel.org
git.kernel.org
git.kernel.org
git.kernel.org
git.kernel.org
git.kernel.org
www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Tags
Patch
Patch
Patch

Patch

Patch
canonic

canonic
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https://git.kernel.org/stable/c/923379f1d7e3af8ccbf11edbbcf41f1bb3e9cfe6
https://git.kernel.org/stable/c/494fc029f662c331e06b7c2031deff3c64200eed
https://git.kernel.org/stable/c/aed58a28ea71a0d7d0947190fab1e3f4daa1d4a5
https://git.kernel.org/stable/c/7a431df418ee6b79841e0b4c7c265a791e3d0a75
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