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Summary

CVE CVE-2026-23277

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-20 09:16:13 UTC

Updated 2026-04-18 09:16:15 UTC

Description In the Linux kernel, the following vulnerability has been resolved: net/sched: teql: fix NULL pointer dereference in iptunnel_xmit on TEQL slave xmit 

Risk And Classification

EPSS: 0.000610000 probability, percentile 0.189390000 (date 2026-04-21)

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 039f50629b7f860f36644ed1f34b27da9aa62f43 383493b9940e3d1b5517424081b3e072e20ec43c git

CNA Linux Linux affected 039f50629b7f860f36644ed1f34b27da9aa62f43 6b1f563d670162e188a0f2aec39c24b67b106e17 git

CNA Linux Linux affected 039f50629b7f860f36644ed1f34b27da9aa62f43 57c153249143333bbf4ecf927bdf8aa2696ee397 git

CNA Linux Linux affected 039f50629b7f860f36644ed1f34b27da9aa62f43 59b06d8b9bdb6b64b3c534c18da68bce5ccd31be git

CNA Linux Linux affected 039f50629b7f860f36644ed1f34b27da9aa62f43 81a43e8005366f16e629d8c95dfe05beaa8d36a7 git

CNA Linux Linux affected 039f50629b7f860f36644ed1f34b27da9aa62f43 0bad9c86edd22dec4df83c2b29872d66fd8a2ff4 git

CNA Linux Linux affected 039f50629b7f860f36644ed1f34b27da9aa62f43 21ea283c2750c8307aa35ee832b0951cc993c27d git

CNA Linux Linux affected 039f50629b7f860f36644ed1f34b27da9aa62f43 0cc0c2e661af418bbf7074179ea5cfffc0a5c466 git

CNA Linux Linux affected 4.5

CNA Linux Linux unaffected 4.5 semver

CNA Linux Linux unaffected 5.10.253 5.10.* semver

CNA Linux Linux unaffected 5.15.203 5.15.* semver

CNA Linux Linux unaffected 6.1.167 6.1.* semver

CNA Linux Linux unaffected 6.6.130 6.6.* semver

CNA Linux Linux unaffected 6.12.78 6.12.* semver

CNA Linux Linux unaffected 6.18.19 6.18.* semver
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CNA Linux Linux unaffected 6.18.19 6.18.* semver

CNA Linux Linux unaffected 6.19.9 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/21ea283c2750c8307aa35ee832b0951cc993c27d 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/57c153249143333bbf4ecf927bdf8aa2696ee397 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/81a43e8005366f16e629d8c95dfe05beaa8d36a7 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/0bad9c86edd22dec4df83c2b29872d66fd8a2ff4 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/0cc0c2e661af418bbf7074179ea5cfffc0a5c466 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/6b1f563d670162e188a0f2aec39c24b67b106e17 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/59b06d8b9bdb6b64b3c534c18da68bce5ccd31be 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/383493b9940e3d1b5517424081b3e072e20ec43c 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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