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Summary

CVE CVE-2026-23321

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-25 11:16:28 UTC

Updated 2026-04-23 21:05:32 UTC

Description In the Linux kernel, the following vulnerability has been resolved: mptcp: pm: in-kernel: always mark signal+subflow endp as used 

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Problem Types: NVD-CWE-Other

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

High

https://cve.report/
https://cve.report/CVE-2026-23321/mitre
https://cve.report/CVE-2026-23321/nist
https://cve.report/CVE-2026-23321/cve_org
https://cve.report/api/cve/CVE-2026-23321.json
https://cve.report/CVE-2026-23321.pdf


NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected d93cf38fad9f66397093432b8917971a92ee0146 c5c877e140e5f46023a74a51e577ce5edd0a4be7 git

CNA Linux Linux affected 64815ba15880ce5f99df075fa4104fef170ac7e5 05799c2f1ca5eb13d65764dda688d02021b65e06 git

CNA Linux Linux affected 85df533a787bf07bf4367ce2a02b822ff1fba1a3 67f34ab318807989b57dfdb0f79e2d4e57018290 git

CNA Linux Linux affected 85df533a787bf07bf4367ce2a02b822ff1fba1a3 a64aa7db39392add5be09dffaedbf1f0ce5554df git

CNA Linux Linux affected 85df533a787bf07bf4367ce2a02b822ff1fba1a3 198824ccfa64ffebd918bf99c939bd8170a4a4d8 git

CNA Linux Linux affected 85df533a787bf07bf4367ce2a02b822ff1fba1a3 579a752464a64cb5f9139102f0e6b90a1f595ceb git

CNA Linux Linux affected 0f21cc29bc13e86512621727a4388c8a7ad2716b git

CNA Linux Linux affected 6.11

CNA Linux Linux unaffected 6.11 semver

CNA Linux Linux unaffected 6.1.167 6.1.* semver

CNA Linux Linux unaffected 6.6.130 6.6.* semver

CNA Linux Linux unaffected 6.12.78 6.12.* semver

CNA Linux Linux unaffected 6.18.17 6.18.* semver

CNA Linux Linux unaffected 6.19.7 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/198824ccfa64ffebd918bf99c939bd8170a4a4d8 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/67f34ab318807989b57dfdb0f79e2d4e57018290 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/05799c2f1ca5eb13d65764dda688d02021b65e06 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/579a752464a64cb5f9139102f0e6b90a1f595ceb 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/c5c877e140e5f46023a74a51e577ce5edd0a4be7 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/a64aa7db39392add5be09dffaedbf1f0ce5554df 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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