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Summary

CVE CVE-2026-23396

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-26 11:16:18 UTC

Updated 2026-03-30 13:26:50 UTC

Description In the Linux kernel, the following vulnerability has been resolved: wifi: mac80211: fix NULL deref in mesh_matches_local() mesh_matches_local() unconditionally dereferences ie->mesh_config to compare mesh configuration parameters. When called from mesh_rx_csa_frame(), the parsed action-frame elements may not contain a Mesh Configuration IE, leaving ie->mesh_config NULL and triggering a kernel NULL pointer dereference. 

Risk And Classification

EPSS: 0.000320000 probability, percentile 0.091740000 (date 2026-04-01)

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 2e3c8736820bf72a8ad10721c7e31d36d4fa7790 c1e3f2416fb27c816ce96d747d3e784e31f4d95c git

CNA Linux Linux affected 2e3c8736820bf72a8ad10721c7e31d36d4fa7790 0a4da176ae4b4e075a19c00d3e269cfd5e05a813 git

CNA Linux Linux affected 2e3c8736820bf72a8ad10721c7e31d36d4fa7790 a90279e7f7ea0b7e923a1c5ebee9a6b78b6d1004 git

CNA Linux Linux affected 2e3c8736820bf72a8ad10721c7e31d36d4fa7790 44699c6cdfce80a0f296b54ae9314461e3e41b3d git

CNA Linux Linux affected 2e3c8736820bf72a8ad10721c7e31d36d4fa7790 7c55a3deaf7eaaafa2546f8de7fed19382a0a116 git

CNA Linux Linux affected 2e3c8736820bf72a8ad10721c7e31d36d4fa7790 c73bb9a2d33bf81f6eecaa0f474b6c6dbe9855bd git

CNA Linux Linux affected 2.6.26

CNA Linux Linux unaffected 2.6.26 semver

CNA Linux Linux unaffected 6.1.167 6.1.* semver

CNA Linux Linux unaffected 6.6.130 6.6.* semver

CNA Linux Linux unaffected 6.12.78 6.12.* semver

CNA Linux Linux unaffected 6.18.20 6.18.* semver

CNA Linux Linux unaffected 6.19.10 6.19.* semver

CNA Linux Linux unaffected 7.0-rc5 * original_commit_for_fix
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References

Reference Source Link Tags

git.kernel.org/stable/c/44699c6cdfce80a0f296b54ae9314461e3e41b3d 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/7c55a3deaf7eaaafa2546f8de7fed19382a0a116 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/c73bb9a2d33bf81f6eecaa0f474b6c6dbe9855bd 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/c1e3f2416fb27c816ce96d747d3e784e31f4d95c 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/a90279e7f7ea0b7e923a1c5ebee9a6b78b6d1004 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/0a4da176ae4b4e075a19c00d3e269cfd5e05a813 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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