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Summary

CVE CVE-2026-23407

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-01 09:16:16 UTC

Updated 2026-04-01 14:23:37 UTC

Description In the Linux kernel, the following vulnerability has been resolved: apparmor: fix missing bounds check on DEFAULT table in verify_dfa() 

Risk And Classification

EPSS: 0.000180000 probability, percentile 0.045290000 (date 2026-04-01)

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Linux Linux affected 031dcc8f4e84fea37dc6f78fdc7288aa7f8386c3 7c7cf05e0606f554c467e3a4dc49e2e578a755b4 git Not specified

CNA Linux Linux affected 031dcc8f4e84fea37dc6f78fdc7288aa7f8386c3 76b4d36c5122866452d34d8f79985e191f9c3831 git Not specified

CNA Linux Linux affected 031dcc8f4e84fea37dc6f78fdc7288aa7f8386c3 5a68e46dfe0c8c8ffc6f425ebc4cae6238566ecc git Not specified

CNA Linux Linux affected 031dcc8f4e84fea37dc6f78fdc7288aa7f8386c3 f39e126e56c6ec1930fae51ad6bca3dae2a4c3ed git Not specified

CNA Linux Linux affected 031dcc8f4e84fea37dc6f78fdc7288aa7f8386c3 d352873bbefa7eb39995239d0b44ccdf8aaa79a4 git Not specified

CNA Linux Linux affected 4.17 Not specified

CNA Linux Linux unaffected 4.17 semver Not specified

CNA Linux Linux unaffected 6.6.130 6.6.* semver Not specified

CNA Linux Linux unaffected 6.12.77 6.12.* semver Not specified

CNA Linux Linux unaffected 6.18.18 6.18.* semver Not specified

CNA Linux Linux unaffected 6.19.8 6.19.* semver Not specified

CNA Linux Linux unaffected 7.0-rc4 * original_commit_for_fix Not specified
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git.kernel.org/stable/c/5a68e46dfe0c8c8ffc6f425ebc4cae6238566ecc 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/d352873bbefa7eb39995239d0b44ccdf8aaa79a4 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/7c7cf05e0606f554c467e3a4dc49e2e578a755b4 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/f39e126e56c6ec1930fae51ad6bca3dae2a4c3ed 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/76b4d36c5122866452d34d8f79985e191f9c3831 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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