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Summary

CVE CVE-2026-23427

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-03 16:16:23 UTC

Updated 2026-04-03 16:16:23 UTC

Description In the Linux kernel, the following vulnerability has been resolved: ksmbd: fix use-after-free in durable v2 replay of active file handles 

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 8df4bcdb0a4232192b2445256c39b787d58ef14d b0158d9d6f4ec5941e49a0b812735db2844f9975 git

CNA Linux Linux affected c8efcc786146a951091588e5fa7e3c754850cb3c 568a25fd7bcdfb2790f7d42aa2a440dca4435c96 git

CNA Linux Linux affected c8efcc786146a951091588e5fa7e3c754850cb3c a5828c14a9e3d5eeed0bcc0a58f0f3fbca0cdcb2 git

CNA Linux Linux affected c8efcc786146a951091588e5fa7e3c754850cb3c 9b0792c3eacf01e67f356d6ef9707b0ae5022419 git

CNA Linux Linux affected c8efcc786146a951091588e5fa7e3c754850cb3c b425e4d0eb321a1116ddbf39636333181675d8f4 git

CNA Linux Linux affected 6.9

CNA Linux Linux unaffected 6.9 semver

CNA Linux Linux unaffected 6.6.130 6.6.* semver

CNA Linux Linux unaffected 6.12.78 6.12.* semver

CNA Linux Linux unaffected 6.18.20 6.18.* semver

CNA Linux Linux unaffected 6.19.10 6.19.* semver

CNA Linux Linux unaffected 7.0-rc5 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/9b0792c3eacf01e67f356d6ef9707b0ae5022419 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/568a25fd7bcdfb2790f7d42aa2a440dca4435c96 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/b425e4d0eb321a1116ddbf39636333181675d8f4 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/a5828c14a9e3d5eeed0bcc0a58f0f3fbca0cdcb2 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org
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git.kernel.org/stable/c/b0158d9d6f4ec5941e49a0b812735db2844f9975 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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