net: mana: fix use-after-free in
mana_hwc destroy channel() by reordering teardown
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CVE CVE-2026-23454
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-03 16:16:31 UTC
Updated 2026-04-18 09:16:27 UTC
Description In the Linux kernel, the following vulnerability has been resolved: net: mana: fix use-after-free in mana_hwc_destroy_chann
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Risk And Classification

EPSS: 0.000320000 probability, percentile 0.090980000 (date 2026-04-18)

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected ca9c54d2d6a5ab2430c4eda364c77125d62e5e0f b88edf12fc3779521ae5f6f1584153b15f7dabdf git
CNA Linux Linux affected ca9c54d2d6a5ab2430c4eda364c77125d62e5e0f e23bf444512cb85d76012080a76cd1f9e967448e git
CNA Linux Linux affected ca9c54d2d6a5ab2430c4edal364c77125d62e5e0f 249e905571583a434d4ea8d6f92ccc0eef337115 gil
CNA Linux Linux affected ca9c54d2d6a5ab2430c4eda364c77125d62e5e0f 2b001901f689021acd7bf2dceed74albdcaaalf9 git
CNA Linux Linux affected ca9c54d2d6a5ab2430c4edal364c77125d62e5e0f afdb1533eb9c05432aeb793a7280fa827¢c502f5¢ git
CNA Linux Linux affected ca9c54d2d6a5ab2430c4eda364c77125d62e5e0f 05d345719d85b927cba74afac4d5322de3aa4256 g
CNA Linux Linux affected ca9c54d2d6a5ab2430c4edal364c77125d62e5e0f fa103fc8f56954a60699a29215¢cb713448a39e87 git
CNA Linux Linux affected 5.13

CNA Linux Linux unaffected 5.13 semver

CNA Linux Linux unaffected 5.15.203 5.15.* semver

CNA Linux Linux unaffected 6.1.167 6.1.* semver

CNA Linux Linux unaffected 6.6.130 6.6." semver

CNA Linux Linux unaffected 6.12.78 6.12.* semver

CNA Linux Linux unaffected 6.18.20 6.18.* semver

CNA Linux Linux unaffected 6.19.10 6.19.* semver

CNA Linux Linux unaffected 7.0 * oriainal commit for fix
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References

Reference Source Link Tags

git.kernel.org/stable/c/249e905571583a434d4ea8d6f92ccc0eef337115  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/2b001901f689021acd7bf2dceed74aibdcaaalfd  416baaa9d-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/05d345719d85b927cba74afac4d5322de3aa4256 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/afdb1533eb9c05432aeb793a7280fa827c502f5¢  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/e23bf444512cb85d76012080a76cd1f9e967448e  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/fa103fc8f56954a60699a29215cb713448a39e87  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org

git.kernel.org/stable/c/b88edf12fc3779521ae5f6f1584153b15f7da6df 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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