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CVE-2026-23759

PUBLISHED

VulnCheck

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-17 16:16:20 UTC
Updated 2026-05-01 15:23:27 UTC
Description Perle IOLAN STS/SCS terminal server models with firmware versions prior to 6.0 allow authenticated OS command injectio

| |

Risk And Classification |

Version
4.0
4.0
3.1

3.1

/

Primary CVSS: v4.0 8.6 HIGH from disclosure@vulncheck.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UL:IN/VC:H/VI:H/NVA:H/SC:N/SEEN/SA:N/E:X/CR:X/IR:X/AR:X/MAV: X/
MAC :X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIEX/MSA:X/S: X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.001950000 probability, percentile 0.411140000 (date 2026-05-05)

Problem Types: CWE-78 | CWE-78 CWE-78 Improper Neutralization of Special Elements
used in an OS Command ('OS Command Injection’)

Source Type Score Severity Vector

disclosure@vulncheck.com Secondary 8.6 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UL:N/VC:H/VI:H/VA:H/SC:N/SI:N/S#
CNA CVSS 8.6 HIGH CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/VC:H/VI:H/NVA:H/SC:N/SI:N/S#
disclosure@vulncheck.com  Primary 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

CNA CVSS 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

\ttack Requirements

’rivileges Required


https://cve.report/
https://cve.report/CVE-2026-23759/mitre
https://cve.report/CVE-2026-23759/nist
https://cve.report/CVE-2026-23759/cve_org
https://cve.report/api/cve/CVE-2026-23759.json
https://cve.report/CVE-2026-23759.pdf
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CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UL:IN/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC :X/MAT:X/MPR:X/MUL:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIX/MSA:X/S :X/AU X/R:X/V:X/RE:X/U:X
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Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Perle Systems IOLAN STS affected 6.0 semver Not specified

CNA Perle Systems IOLAN SCS affected 6.0 semver Not specified



http://cve.report/vendor/Perle_Systems
http://cve.report/software/Perle_Systems/IOLAN_STS
http://cve.report/vendor/Perle_Systems
http://cve.report/software/Perle_Systems/IOLAN_SCS

References

Reference Source Link 1
www.perle.com/support_services/documentation_pdfs/iolan_scs-sds-sts_ug.pdf disclosure@vulncheck.com www.perle.com

www.vulncheck.com/advisories/perle-iolan-sts-scs-authenticated-command-injectio...  disclosure@vulncheck.com  www.vulncheck.com

www.perle.com/downloads/server_sds_sts_rackmount.shtml disclosure@vulncheck.com www.perle.com
CVE Program record CVE.ORG WWW.cve.org C

NVD vulnerability detail NVD nvd.nist.gov c
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Vendor Comments And Credit

Discovery Credit

CNA: Victor A. Morales, Senior Pentester Team Leader, GM Sectec, Corp. (en)
CNA: Omar Crespo, Pentester, GM Sectec, Corp. (en)
CNA: VuInCheck (en)

Additional Advisory Data

Solutions

CNA: The vendor has stated that the IOLAN SCG and SCR models do not contain this
vulnerable functionality.

There are currently no legacy QID mappings associated with this CVE.
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