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Summary

CVE CVE-2026-23818

State PUBLISHED

Assigner hpe

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-07 13:16:45 UTC

Updated 2026-04-07 14:16:20 UTC

Description A vulnerability has been identified in the graphical user interface (GUI) of HPE Aruba Networking Private 5G Core On-Prem that could allow an attacker to abuse an open redirect vulnerability in the login flow using a crafted URL. Successful exploitation may redirect an authenticated user to an attacker-controlled server hosting a spoofed login page prompting the unsuspecting victim to give away their credentials, which could then be captured by the attacker, before being redirected back to the legitimate login page.

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from security-alert@hpe.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Problem Types: CWE-601 | CWE-601 CWE-601 URL Redirection to Untrusted Site ('Open
Redirect')

Version Source Type Score Severity Vector

3.1 security-alert@hpe.com Secondary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

3.1 CNA CVSS 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

High

Integrity

https://cve.report/
https://cve.report/CVE-2026-23818/mitre
https://cve.report/CVE-2026-23818/nist
https://cve.report/CVE-2026-23818/cve_org
https://cve.report/api/cve/CVE-2026-23818.json
https://cve.report/CVE-2026-23818.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Hewlett Packard Enterprise HPE Private 5G Core affected 1.0.0.0 1.25.3.0 semver Not specified

References

Reference Source Link Tags

support.hpe.com/hpesc/public/docDisplay security-alert@hpe.com support.hpe.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: HPE Aruba Networking Private5G Core Engineering (en)

There are currently no legacy QID mappings associated with this CVE.
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Integrity

High

Availability

High
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